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Transatlantic data flows are essential to organizations of all sizes and industries—not just large
technology firms. The EU and United States must establish clear, consistent legal mechanisms
for data transfers so both sides can thrive in an increasingly digital global economy.

KEY TAKEAWAYS

= Transatlantic digital relations are in crisis. With the EU-U.S. Privacy Shield invalidated
and other legal mechanisms for transferring data under scrutiny, there is a serious risk of
a de facto data localization policy hurting both sides.

= Cross-border data flows are critical for firms across the whole economy—from
manufacturing and transport to financial and Internet services. Millions of jobs and a
large share of transatlantic trade thus depend on strong digital ties.

= Restrictions on data flows disproportionately affect SMEs, which often rely on digital tools
to reach new customers and grow their businesses and are less likely than large firms to
have the resources to navigate complex legal requirements.

= Beyond trade and commerce, government agencies also depend on cross-border data
flows for purposes ranging from regulatory oversight to investigating crimes, protecting
national security, and more.

= Policymakers should rebuild a robust framework for transatlantic data flows with a
successor to the Privacy Shield, new GDPR-compliant transfer mechanisms, and
improved law enforcement cooperation to access electronic evidence.

= Fully harmonizing policies is unrealistic, but the EU and United States should be
pragmatic and forge a broad cooperative agenda based on shared values as a strategic
counterweight to authoritarian digital powers like China and Russia.

= A pragmatic U.S.-EU digital alliance would be mutually beneficial in influencing global
data-sharing frameworks, Al regulation, electronic IDs, standards setting, investment
screening, and export controls for data and digital technologies.
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INTRODUCTION

Cross-border data transfers—involving both personal and nonpersonal data—enable firms of all
sectors and sizes to engage in transatlantic commerce. Government agencies also need firms to be
able to transfer data across borders as part of financial oversight, drug approval, law enforcement,
counterterrorism, and other responsibilities. The European Union’s (EU) General Data Protection
Regulation (GDPR) was supposed to bring a more predictable and harmonized approach to data
protection within the EU and provide a range of tools for firms to transfer EU personal data
overseas. Instead, successive court challenges have made it harder and more complex—and
without political intervention, the situation will devolve into an irrevocably severed transatlantic
digital relationship. EU and U.S. policymakers need to step in and avoid taking a narrow and
legalistic approach to the challenges facing transatlantic data flows and instead build back better
in terms of creating a new and efficient transatlantic data framework.

Transatlantic digital policy cooperation has faced a decade of turmoil—but it has never been as
dire as now. For the second time, the EU’s top court (in the Schrems // case) invalidated the
framework that manages transatlantic transfers of EU personal data (the EU-U.S. Privacy Shield),
after finding that U.S. laws do not sufficiently protect data about EU citizens stored in the United
States.! The challenge for policymakers is to reconcile the EU’s data protection laws with U.S.
surveillance policies and practices. Unfortunately, the current stalemate makes transatlantic data
transfers increasingly difficult, if not impossible, and imperils other major transatlantic interests
around commercial access to data for trade and innovation and government cooperation on law
enforcement, national security, and regulatory issues.

It is impossible to fully localize any digital process, good, or service without some level of impact or
disruption. The underlying data storage infrastructure does not necessarily rely on the ability to
exchange data across borders, but the services built on it certainly do.

Potential legal challenges and restrictive policy proposals by the European Data Protection Board
(EDPB) and others are raising concerns about whether firms will still be able to use standard
contractual clauses (SCCs), which are the last broadly accessible legal tool for U.S. and EU firms
to transfer EU personal data.? Indicative of where this is heading, the EDPB has already issued
guidance that “strongly encourages” EU institutions considering new contracts with service
providers “to avoid processing activities that involve transfers of personal data to the United
States.”3 Another major (and restrictive) policy reaction is making firms (no matter how big or
small) responsible for assessing each storage destination’s surveillance and government access
laws—and that the hypothetical potential for any data disclosure is reason enough to not transfer
EU personal data. This is an unrealistic legal and practical threshold for firms to meet given it fails
to account for the actual potential of government access and the difficulty in understanding
different and constantly changing legal frameworks around the world.

Transatlantic data flows may be suddenly severed through another legal challenge or reduced over
time as new restrictive requirements are defined and enforced against firms by the EDPB and
individual EU member state data protection authorities. Within this challenge of rebuilding the
transatlantic digital relationship, it is important to reinforce the central point that data transfers,
data-driven innovation, and data protection are not mutually exclusive. Firms cannot undermine
local data privacy, protection, and other related laws by transferring data to another country

INFORMATION TECHNOLOGY & INNOVATION FOUNDATION | MARCH 2021 PAGE 2



because they are held accountable for how they manage data, meaning local legal requirements
travel with the data, regardless of where it is stored and processed.* This contrasts with the
European focus on the geography of data storage. Making international transfers of EU personal
data increasingly difficult, costly, and legally uncertain leaves local data storage and processing as
the only viable option, which is the end goal for many privacy advocates and policymakers in
Europe. As it stands, the EU’s approach to data privacy is creating the world’s largest de facto data
localization framework. The EU’s only peer is China’s broad and growing explicit data localization
regime, with laws that make local data storage and processing the norm and transfers the
exception. At some point, the pressure on U.S. policymakers to reciprocate with equally restrictive
rules preventing EU firms such as Volkswagen, Phillips, Siemens, and Sanofi from transferring
data from their U.S. operations to their EU headquarters will become significant enough to spur
retaliatory action.

It is infeasible for firms to build out local human resources, management, research and
development (R&D), regulatory compliance, and information technology (IT) and customer support
services in each and every market that has local data storage requirements. Such requirements
undermine the ability of all firms—especially globally engaged ones—to leverage the distributed
power of the Internet and centralized IT systems to manage local, regional, and global business
operations and compliance activities. It is impossible to fully localize any digital process, good, or
service without some level of impact or disruption. While it may be technically possible for a
company—particularly a large one—to fully localize data storage, there would be major disruptions
and changes to the type and quality of services, as well as limits on the use of technologies such
as artificial intelligence (Al) wherein algorithms improve with larger datasets. The underlying data
storage infrastructure does not necessarily rely on the ability to exchange data across borders, but
the services built on it certainly do.

Transatlantic data flows have enormous economic implications. Two-way EU-U.S. digital trade
grew from an estimated $166 billion in 2005 to $292 billion in 2015. The sectoral case studies
in this report show what is at stake. Despite the popular misconception that data flows only benefit
search engines and social networks, severing transatlantic data flows would have wide-reaching
impacts across the global economy. Yet, some EU policymakers think that restricting or cutting off
data flows and digital trade with the United States is a good thing as it aligns with their “digital
sovereignty” goals, believing that if it hurts leading U.S. tech firms, then it must be good—without
realizing or appreciating the broader and much larger costs. This stance ignores the fact that doing
so would also hurt the hundreds of European firms that used Privacy Shield and SCCs to manage
data transfers between their headquarters and offices and operations in the United States.®
Unfortunately, this protectionist impulse is also evident in Europe’s ongoing effort to define its own
digital economy framework, such as the European Commission’s data strategy and its Data
Governance Act.®

But the impact is not only trade and innovation-related—governments on both sides of the Atlantic
depend on firms being able to transfer data as part of day-to-day regulatory requirements, whether
for financial oversight of the banking, financial, and payments sectors (for financial stability,
counter-terrorism financing, or anti-money-laundering purposes) or the review of clinical trials by
respective public health agencies. This is obviously in addition to law enforcement and national
security cooperation.
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This report starts by outlining the history of the transatlantic digital relationship to show how both
the EU and Unites States have continuously recognized the value in working together to address
issues as they arise. However, this report also makes the case that this relationship should not be
based on troubleshooting, but ideally, on a broader digital agenda, given both sides share many
values and interests. It then analyzes estimates of the economic value of transatlantic digital trade,
before providing a series of sectoral case studies to show how firms in a diverse range of sectors—
from automotive and other advanced manufacturers to life sciences to consumer Internet services
to financial and banking services—use transatlantic data flows.

Finally, this report provides recommendations to build a better, stronger, and broader transatlantic
digital relationship:

1. Policymakers should negotiate a new Privacy Shield. Long term, the two sides could work
toward legislation and a treaty agreement that would codify some of their commitments. In
an ideal world, the United States and Europe would work together with like-minded
countries to develop a “Geneva Convention for Data,” which would create consensus on
issues around government access to data.

2. The EU should redouble efforts to build new data transfer mechanisms under GDPR. This
would be in addition to the more immediate need to make existing legal tools (SCCs and
binding corporate rules) clear, reasonable, and accessible.

3. The United States and EU should conclude negotiations to improve transatlantic access to
electronic evidence for law enforcement investigations.

4. The EU and United States should build a broader agenda for pragmatic cooperation on data
and digital policy issues—one based on “digital realpolitik.” Such cooperation would be
economically beneficial to both sides given their extensive economic connections.
Furthermore, while there are points of conflict, overall, their shared values stand in stark
contrast to those of authoritarian digital powers such as China and Russia. Such an agenda
could work on how to develop data sharing frameworks; develop and apply the appropriate
regulation of Al, such as via algorithmic accountability; develop interoperable electronic
identity systems; build pre-standardization cooperation for new and emerging technologies;
develop a coordinated strategy to counter China’s efforts to unduly influence international
standards setting for Al and digital policies; and cooperate and coordinate investment
screening and export controls that increasingly deal with data and digital technologies.

THE EU AND UNITED STATES NEED TO REPAIR AND REINFORCE THE DIGITAL
TRANSATLANTIC RELATIONSHIP

Despite constant pressure over the last decade—and as reactions to the Snowden revelations
continue to reverberate—both the EU and United States have kept the transatlantic data and
digital relationship going. Despite the challenges, there is largely bipartisan support in the United
States for EU-U.S. digital engagement.

There was substantial continuity across the Obama and Trump administrations, which is likely to
continue in the Biden administration. In 2014, President Obama issued presidential policy

directive number 28 on “Signals Intelligence Activities,” which included safeguards for non-U.S.
persons in signals intelligence.’” Privacy Shield was signed under President Obama, and was also
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supported by the Trump administration. The U.S. Federal Trade Commission enforced Privacy
Shield throughout both administrations. Meanwhile, the U.S. Congress continues to debate a
comprehensive U.S. data privacy bill that would no doubt improve the overall context for
engagement with the EU. However, data privacy legislation would not address the fundamental
disagreement over U.S. government surveillance that is at the heart of Schrems /1.

Without political intervention, it is likely that transatlantic data transfers will eventually be cut off.

Given this, rebuilding a strong transatlantic relationship will require action on both sides. Most of
the focus has been on the United States, which has already made changes to account for EU
concerns and signaled its willingness to consider further changes. Yet, ongoing conflict over EU
policy remains. The United States should take into consideration European concerns as it updates
its laws and policies around government access to data and data protection. However, the EU
should also consider policy and legal reforms to GDPR and other digital policies as part of
constructive efforts to build both short- and long-term tools to address both new and ongoing
issues regarding international data governance. EU member states also need to be consistent in
addressing data privacy and surveillance issues. National security is not a European Commission or
EU competency, so doing so will require EU member engagement. If the EU continues to take a
largely hands-off approach about the need to address all related issue—not just privacy, but trade
and national security—it will lead to ruin as it leaves privacy advocates, the EDPB, and the courts
in the driver’s seat of a critically important part of the transatlantic relationship.® Without political
intervention, it is likely that transatlantic data transfers will eventually be cut off.

The stakes involved in building a successful transatlantic digital relationship are already high, but
they grow even higher, given the many global debates about data and digital technologies. If the
EU and United States want to truly work together on these issues—as the European Commission
frequently calls fo—they both need to show that they can address their own issues in a way that
presents a model for other countries. Absent such an outcome, calls for transatlantic cooperation
on global issues would be seen as meaningless.

THE ROLE AND VALUE OF DATA FLOWS AND DIGITAL TRADE IN THE
TRANSATLANTIC RELATIONSHIP

Digital trade—including both digital and digitally enabled services—is an increasingly important
component of the global economy. As the sectoral case studies show, cross-border transfers of data
underpin virtually all business processes in international trade and investment.®

Estimating the value of transatlantic data flows and digital trade is challenging.'® For example,
approximating value by the aggregate volume of data transfers has significant limitations.*! The
value of data depends on its content.!? Data is also highly context specific. An individual person’s
data may be valuable to that person, but only hold broader value when aggregated with data from
many other individuals and other sources of data. The value of data is temporal in that it may only
become valuable when used as part of future analysis. Furthermore, some data flows may be non-
monetized—representing intra-company transfers that are commercially valuable, but not captured
in a formal transaction. Similarly, gross domestic product (GDP) and other economic statistics do
not measure the value of consumer surplus, such as when consumers access digital goods and
services at no financial cost.!® While estimating the value of the specific underlying data and its
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transfer is difficult, it is clear that continuous data aggregation and analysis by firms creates
enormous value, in what the Organization for Economic Cooperation and Development (OECD) calls
the “global data value cycle.”*

While precise, comprehensive, and consistent measurement of the value of data and digital trade
in and between the United States and EU is not yet possible, there are a range of estimates that
support what we know anecdotally—that data and digital trade represent an important and fast-
growing part of the global economy.!® In August 2020, the U.S. Department of Commerce’s report
“New Digital Economy Estimates” calculated that the digital economy accounted for 9 percent of
U.S. GDP in 2018, which ranked it just below the manufacturing sector (which accounted for 11.3
percent) and just above finance and insurance (7.6 percent).!® From 2006 to 2018, the U.S.
digital economy’s real value added grew at an annual rate of 6.8 percent. It supported 8.8 million
jobs, which represented 5.7 percent of U.S. total employment.!’ In Europe, the value added from
the information and communication technology (ICT) sector in 2017 was equivalent to at least 3.9
percent of GDP, 2.5 percent of total employment, and 18.6 and 20.6 percent of the total R&D
personnel and researchers in the EU, respectively.'® Employment in the EU’s ICT services sector
grew by 22.7 percent between 2012 and 2017.%° And as of 2020, one of the fastest-growing
aspects of the global digital economy, the “app economy,” accounts for over 2 million jobs in the
U.S. and EU alike.?°

Data and digital trade represent an important and fast-growing part of the global economy.

Traditional trade statistics capture some of the EU-U.S. digital trade relationship, but not all.?!
The United States is both the largest (non-EU) market for Europe’s digitally enabled services and
its largest supplier.?? Indicative of this, about half of all data flows in both the United States and
Europe are transatlantic transfers.?® In 2018, digitally enabled services accounted for the majority
of U.S. services exports (55 percent), nearly half of U.S. services imports (48 percent), and a full
69 percent of U.S. global surplus in services.?* The U.S. also accounted for 32 percent of exports
and 39 percent of imports of digitally enabled services from and to the EU.?5

The U.S. Department of Commerce’s ICT and potential-ICT based digital trade data provides the
broadest, and most recent, estimate of transatlantic digital trade, which in total, was worth $295
billion in 2018. It captures both ICT services that are used to facilitate information processing and
communication (e.g., computer and telecommunication services) and potentially ICT-enabled
services that can predominantly be delivered remotely over ICT networks, such as financial,
insurance, intellectual property, professional and management services, and R&D services, among
others.?® The data estimates that, in 2018, ICT and potential-ICT based digital trade between the
United States and Europe was $188 billion in exports to, and $107 billion in imports from, the
EU, respectively (see figure 1).
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Figure 1: U.S. exports and imports of ICT and potential ICT-based digital trade with the EU (2018)?’

Transatlantic digital trade totaled $295B in 2018.

$188B US Exports $107B US Imports

Updating the U.S. Department of Commerce’s “digitally deliverable services” (DDS) estimate—
which comprises a more narrow set of services than those included in the estimates above—is
more readily comparable across countries (using trade in value added (TiVA) and Eurostat
databases), but does not have data for recent years (most recent data is for 2015). Analysis of DDS
trade captures a mix of transactions that are entirely digital, somewhat digital, or entirely non-
digital.?® It also shows that transatlantic trade is large and growing. U.S. DDS exports to the EU
rose from $98 billion to $183 billion between 2005 and 2015, while EU DDS exports to the
United States rose from $67 billion to $108 billion (see figure 2).

Figure 2: U.S. exports and imports of digitally delivered services with the EU (2005-1015)%°
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The EU’s DDS exports vary considerably by member state, which highlights the economic
differences between member states and their use of data, services, and ICTs.*° According to TiVA
data, Germany has seen consistently rising DDS exports, growing from $36 billion in 2010 to $65
billion in 2018 (see figure 4). France has also seen its DDS exports grow, from $27 billion in
2011 to $41 billion in 2018 (see figure 5). By contrast, Italy’s exports have barely grown (see
figure 6), increasing only from $6.1 billion to $8.6 billion between 2010 and 2018. The
Netherlands’ DDS exports declined, falling from $41 billion in 2010 to $26 billion to 2018.
Despite that country’s low overall DDS exports, however, DDS services remain important to the
Netherlands, exhibiting a high degree of DDS export intensity (DDS exports as a percentage of total
service exports).

Parsing out DDS exports by industry shows further variation between the United States and the EU.
In the United States, “other” DDS exports, represented by services (e.g., the legal, scientific, and
architectural fields), has dominated in recent years (see figure 3). Royalties and licensing, as well
as financial services, are also both significant drivers of DDS exports. IT services dominate in
Germany (growing from $11.6 billion in 2012 to $22 billion in year 2018), while “other” remains
at a close second, indicating a heavy IT focus in Germany relative to other EU countries (see figure
4). In France, licensing and “other” services take the lead, followed by IT and financial services
(see figure 5). IT services also dominate in Italy, with that sector outweighing licensing and “other”
related DDS exports (see figure 6). The EU will continue to remain a key region for many DDS
sectors going forward, rivaled by the United States, Japan, and increasingly, China.

Figure 3: U.S. exports of digitally delivered services globally, by product group (2010-2018)3"
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Figure 4: Germany’s exports of digitally delivered services outside the EU, by product group (2010-2018)32
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Figure 5: France’s exports of digitally delivered services outside the EU, by product group (2011-2018)33
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Figure 6: Italy’s exports of digitally delivered services outside the EU, by product group (2010-2018)3*
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A comprehensive assessment of transatlantic digital trade needs to take into account valuable (but
non-monetized) intra-firm data transfers that represent services supplied via affiliates located in
both Europe and the United States.3® As in 2018, about two-thirds of the services provided
internationally both by and to the United States were through affiliates.3® Many (if not all)
multinational companies in the United States and EU rely on cross-border data transfers to support
their international business operations. Again, there are measurement issues as differences in
coverage and classification make it difficult to compare trade in services with services supplied
through affiliates.®” However, they are still useful in showing that the data displayed in figure 5
and figure 6 are conservative estimates of the full value of digital and digitally enabled services in
the transatlantic economic relationship.38

A comprehensive assessment of transatlantic digital trade needs to take into account valuable (but non-
monetized) intra-firm data transfers that represent services supplied via affiliates located in both Europe
and the United States.

The U.S. Department of Commerce estimated that 53 percent of the $839 billion in services
provided in Europe by U.S. affiliates in 2017 was digitally enabled. That year, U.S. affiliates in
Europe supplied $444 billion in digitally enabled services, whereas European affiliates in the
United States supplied only $269 billion in digitally enabled services.3® The United States enjoys
continued trade surpluses with the EU in many key digitally enabled services delivered via
affiliates. For example, in 2018, U.S. software firms exported over $51 billion worth of services to
the EU, whereas the United States only imported around $3.6 billion worth of software services
from the EU. However, the EU did have advantages in areas such as management consulting,
where it enjoyed a $4.9 billion surplus vis-a-vis the United States (see figure 7).
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Figure 7: U.S.-EU trade surpluses in key digitally enabled services by affiliates (2018)4°
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WHAT'’S AT STAKE: THE VALUABLE ROLE OF TRANSATLANTIC DATA FLOWS ACROSS
SECTORS

Transatlantic data flows and digital trade matter to a broad range of sectors, and are a critical
complement to the use of traditional trade statistics in understanding the role and value of
data transfers.*!

Industrial, Transport, and Automotive Sectors: Of Machines and Data

IT is transforming global manufacturing by digitizing virtually every step in how products are
designed, fabricated, transported, serviced, and used—a phenomenon called “smart
manufacturing” in the United States and “Industry 4.0” in Europe.*? Indicative of this, as of
2017, digital services provided an estimated 25 percent of manufacturing inputs.*® The
increasingly global nature of manufacturing design, production, and customer and after-sales
support processes mean that modern manufacturing firms increasingly rely on cross-border data
flows. This section outlines how automotive and industrial firms rely on data and data flows,
including a detailed analysis of the automotive sector and case studies on Scania and Volkswagen.

The global race for innovation advantage in modern manufacturing comes down, in no small part,
to how firms and their broader production network are able to integrate data from all relevant
stakeholders—wherever they are around the world. As part of this race, the United States and
Europe have much to share and benefit from in terms of integrating digital manufacturing
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operations and associated services. German President Angela Merkel has directly engaged in
promoting Industry 4.0, noting, “We have reached a critical moment, a point where the digital
agenda is fusing with industrial production.” She’s also identified the failure to lead in smart
manufacturing as a threat to Germany’s industrial prowess, “We have to execute quickly, otherwise
those who are already leading in digital will snatch the industrial production from us.”** Europe
regards smart manufacturing as a core component of the European strategy on “smart
specialization,” which aims to strengthen the comparative advantage of the EU in terms of ICT
skills, R&D capability, industrial output, and infrastructure. In other words, in Europe, smart
manufacturing is being pursued at a regional level to make European regional-manufacturing
clusters more globally competitive.*

Smart manufacturing provides manufacturers with a comprehensive view of what’s occurring at
every single point in the production system, along with the insights to make real-time adjustments
in order to optimize production. A “plugged in” manufacturer can receive real-time information
from suppliers to adapt to supply chain disruptions or use data analytics from across the supply
chain to adjust to meet shifting demand.*® As Robert Hardt, president and CEO of Siemens
Canada, explained, smart manufacturing entails nothing less than “the availability of all relevant
information in real time, through interconnection of all instances of value creation, and the
capacity to derive from this data an optimal value creation flow at any point in time.”4’ Cloud
services and data flows level the playing field between small and large firms as it makes it easier
for the smaller companies to access best-in-class, enterprise-level software and IT solutions.*®

Manufacturing, transport, and industrial firms need a legal framework to transfer personal and
nonpersonal data just as much as any other sector of the economy. Indicative of this, in October
2020, European trade associations from the road, air, maritime, rail, manufacturing, and logistics
sectors outlined how they increasingly rely on the exchange of large amounts of personal and
nonpersonal data between multiple actors, and explained why the EU needs to create a clear
framework for the governance of these business-to-business data transfers.*® Building on this, on
November 26, 2020, a joint report and survey of nearly 300 firms (mainly EU firms (75 percent)
headquartered across 25 countries, from all major industries, and a mix of company sizes) by
Business Europe, DIGITAL EUROPE, the European Round Table for Industry, and European
Automobile Manufacturers Association found that nearly 85 percent use SCCs. Manufacturing
firms represented the second-largest users of SCCs (22 percent), behind firms in the

ICT sector.®

The role of data flows within the global development of smart manufacturing is best demonstrated
by cloud computing; additive manufacturing; sensor technologies and networked machine-to-
machine (M2M) devices; data analytics and generative design; new business models involving
data-dependent after-sales service; the use of Al for predictive and preventative maintenance and
repair; and data-driven global research collaboration.

Cloud computing is transforming virtually every part of modern manufacturing. Even by 2015, a
majority of manufacturing firms used cloud applications.®! Expansive cloud-based networks store
and process the massive amount of data necessary to manage modern manufacturing operations.®?
Whether it's how manufacturing enterprises operate, how they integrate into supply chains, or how
products are designed, fabricated, and used by customers, cloud computing is helping
manufacturers innovate, reduce costs, and increase their competitiveness. Cloud computing allows
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manufacturers to use new production systems, from 3D printing and high-performance computing
(HPC) to the Internet of Things (loT) and industrial robots. This “Industrial l10T” increasingly relies
on cloud computing and data transfers, as there are a number of individuals, objects, and other
sensors connected to a growing network of smart devices and sensors.®® Cloud computing
alongside other foundational technologies such as advanced sensors, HPC, and computer-aided
design, engineering, and manufacturing (CAD/CAE/CAM) software represents an essential
component of the smart manufacturing revolution.> One study estimates that manufacturers
allocate an average of 8.1 percent of their R&D budgets to developing these types of digital tools.>®

Business-to-business and M2M cross-border data flows are powering much of the digital
transformation sweeping industrial sectors around the world. These business-to-business data
transfers don’t get nearly as much attention as consumer Internet services, but they're increasingly
critical to the global economy. In contrast to the popular perception about the major role played by
personal data, individual consumers, and smartphones, Cisco estimated that out of the
approximately 18.4 billion networked devices in use in 2018, nearly one-quarter (24 percent)
served business customers. Cisco’s Annual Internet Report (2018-2023) outlines how a growing
number of M2M applications, such as smart meters, transportation, and package and asset
tracking are now major drivers in the growth of Internet-connected devices—and that by 2023,
M2M connections will account for about half of the world’s total devices and connections. M2M
connections will be the fastest-growing device and connections category (faster than smartphone
use), growing nearly 2.4-fold during the forecast period (19 percent compound annual growth rate
(CAGR)) to 14.7 billion connections by 2023.%°

Business-to-husiness data transfers don’t get nearly as much attention as consumer Internet services,
but they're increasingly critical to the global economy.

Additive manufacturing is becoming more common for product prototyping and some mass
production. For example, Ford uses 3D printing to make prototypes of auto parts, including
cylinder heads, brake rotors, shift knobs, and vents.®” In 2014, GE Aviation announced plans to
begin mass production of its LEAP 3D-printed jet-engine fuel nozzles.®® Similarly, Boeing has
replaced machining with 3D printing for over 20,000 units of 300 distinct parts.®® Firms are also
using additive manufacturing to personalize products. Both Nike and Under Armour are exploring
how additive manufacturing can revolutionize how they manufacture footwear, ultimately allowing
the shoemakers to customize a sneaker to each athlete’s foot.®® 3D printing allows Nike to produce
a shoe with just a few parts instead of dozens, resulting in up to 80 percent less waste.®! Siemens
uses additive manufacturing to create in-the-ear hearing aids that are individually adapted to the
wearer’s auditory canal.®? The prosthetics industry has been revolutionized by 3D-printed limbs
tailored to patients’ specific structural needs and

design desires.®®

Data analytics, machine learning, and Al improve operations across industrial firms—not just on
the factory floor. For example, data-driven insights can enable more innovative and efficient
product design processes.®* “Generative design,” a process by which a computer algorithm tests
thousands (or even millions) of design possibilities based on parameters entered by designers or
engineers, accelerates innovation by rapidly generating possibilities that humans alone may not
have discovered.®® Human-machine interaction can also improve production processes, as workers
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collaborating with automated machines allows for more dynamic and adaptive processes.®® In each
of these approaches, data flows are necessary to enable cross-border, multi-team collaboration.

Data flows also allow for critical after-sales service and manufacturers to create new services-based
business models. For example, maintenance crews can receive diagnostics from an airplane while
it’s still in-flight, and vehicle manufacturers can remotely monitor their products and alert drivers
when repairs are needed.®’ It’s becoming more common for manufacturing firms to eschew selling
individual products in favor of selling products as integrated services. For example, GE’'s medical
devices division no longer sells individual radiological equipment (e.g., MRI or X-ray machines) to
hospitals; rather, it sells radiological services, taking over management of a hospital’s entire suite
of radiological assets and installing devices with remote-monitoring capabilities that allow GE to
both monitor whether they are operating and functioning properly and diagnose and detect
maintenance issues.®® Similarly, Kaeser Kompressoren, a German-based manufacturer of
compressed air systems and services, launched an “air-as-a-service” business model in which
customers no longer purchase Kaeser compressors but rather lease the compressors and pay only
for the compressed air itself. It means customers can scale consumption up or down as the needs
of their manufacturing operations change, without needing to purchase new equipment.®°

One of smart manufacturing’s biggest benefits is in predictive and preventative maintenance and
repair, which allows firms to shift from a maintenance model of “repair and replace” to “predict
and prevent.”’® The McKinsey Global Institute has estimated that the use of predictive
maintenance techniques reduces factory equipment maintenance costs by up to 40 percent, while
reducing equipment downtime by up to 50 percent, and capital-equipment investment costs (to
replace defective equipment) by 5 percent.’! For example, Intel uses predictive modeling to
anticipate failures, prioritize inspections, and cut monitoring costs at its chip-manufacturing
plants.”? Manufacturers are also integrating predictive-maintenance data into their enterprise
resource planning systems to improve workflow scheduling, thus optimizing repair schedules and
minimizing machine downtime. Taleris, which supports airline and cargo-carrier operations, uses
this technology to predict aircraft-maintenance faults and thus minimize flight delays. Likewise,
Germany’s ThyssenKrupp AG and Kaeser Kompressoren use tens of thousands of networked
equipment sensors to identify and predict maintenance issues, which reduces unscheduled
downtime and helps avoid unnecessary repair trips.”?

The Automotive and Transport Sectors Rely on Data Flows to Support Drivers, Connected
Vehicles, and Related Services

Digital technologies and data flows are particularly critical to the automotive and transport sector.
As Swedish commercial vehicle manufacturer Scania’s Hakan Schildt told the Financial Times in
2018, “[Tlransport is becoming a data business.”’# As connected devices, data-driven insights,
and advancements in Al accelerate innovation in this sector, the ability to exchange data is crucial
to improving the quality and safety of vehicles and transportation systems.”® Cisco’s Annual
Internet Report (2018-2023) predicts that connected car applications, which include fleet
management, in-vehicle entertainment systems, emergency calling, Internet, vehicle diagnostics,
and navigation, will be the fastest-growing category of M2M application, with a 30 percent
CAGR.”® The next generation of trade and innovation between the closely integrated EU-U.S.
automotive and transport sectors will be put at risk if the rules and regulations around data are not
carefully designed so as to allow the reasonable and responsible collection, processing, and
transferring of personal and nonpersonal data associated with connected vehicles.
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Automotive and transport manufacturers receive, exchange, and process increasing amounts of
both personal and nonpersonal data from individuals and vehicles around the world, including data
about the vehicles themselves (e.g., vehicle identification, configurations, maintenance
information, and network information such as IP address or Bluetooth name); data about drivers
and other users (e.g., driving behavior, geolocation, user-provided information, and contractual
data); and data from outside the vehicle (e.g., temperature, weather conditions for automatic lights
or wipers, and images and videos from outside the vehicle).”” For instance, modern vehicles collect
map and personal data for real-time analysis and use. Automated and autonomous vehicles rely on
Al that uses cameras and sensors to analyze the vehicles’ environment, including detecting road
signs and other road users, and then shares that data with the cloud to ensure the information is
accurate and the cars operate as safely as possible. Similarly, sensors monitor drivers’ attention
and detect drowsiness. Figure 8 is indicative of the data transfers that an EU-headquartered,
globally engaged, manufacturing or transport firm would be engaged with in having R&D, human
resources, engineering, sales, and customer support centers around the world.

Figure 8: The data transfers for a (generic) EU-headquartered manufacturing/transport firm with global operations
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This data is not only critical to vehicle and driver performance, but also to future innovation, as
firms increasingly rely on data to design and deliver better products and services. This will become
more important to automotive competitiveness as autonomous vehicles, connected vehicles, and
smart cities become more common.’® Automotive and transport firms will increasingly depend on
data transfers to build large and diverse training datasets for product development. For example, to
maximize product performance in countries around the world, firms need to ensure their training
data captures the variations in environments, traffic conditions, and other variables that reflect the
“real world” context in which their products operate.

Smart manufacturing is transforming the automotive industry (see the case studies on Scania and
Volkswagen). For example, BMW has set a goal of knowing the real-time status of all major
production equipment at each of its component suppliers. Accordingly, upstream tier 1 and tier 2
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suppliers such as Austrian brake-pad manufacturer Miba AG have loT-enabled their production
equipment to track and communicate production machines’ operational status to its original
equipment manufacturer customers.’® Similarly, Ford has placed sensors on virtually every piece of
production equipment at its River Rouge facility outside Detroit.®° Connected devices and smart
manufacturing also dramatically improve automotive companies’ ability to manage their supply
chains. For example, Toyota reduces the time and cost of recalls by knowing exactly which
machine produces each component of each vehicle, thereby enabling the company to track and
isolate defective parts (or the defective equipment that produces them) much more rapidly. Smart
manufacturing, data connectivity, and connected vehicles also allow products to convey
information about how they are consumed and serviced, which firms can feed back into the design
process to improve future versions of those products.® For instance, heavy-equipment
manufacturer John Deere previously manufactured multiple versions of engines with different
horsepower levels for its tractors, harvesters, and gins. Today, it manufactures just a single,
standard engine and uses software to alter the horsepower level for different applications.®?

Smart manufacturing is also changing after-sales service. For example, in 2013, Tesla sent an
over-the-air software update to all Model S vehicles after batteries fires in two of its vehicles were
found to have been caused by a manufacturing flaw that caused the chassis on some of its vehicles
to sit too close to the ground.®3

Case Study: Scania

Scania—a leading Swedish manufacturer of commercial vehicles—is, as one Financial Times
article put it, “increasingly hindered as much by international obstructions to its data as
roadblocks on its lorries.”®* Indicative of the importance of global data transfers, Scania uses a
single, global telematics (the field that encompasses telecommunications, vehicular technologies,
electrical engineering, and computer science) service platform.® Scania has manufacturing
centers in Europe and Latin America and is responsible for managing fleets of trucks around the
world.® Much like with other automotive companies, as a Scania truck is driven through the EU, a
small box sends diagnostic data—speed, fuel use, engine performance, even driving technique—to
the company’s headquarters in Sweden. As of 2017, Scania had more than 280,000 vehicles
connected to its Scania One and Scania Digital Services software. The company had 91 percent of
its vehicles connected in Europe; globally, it had 60 percent connected.®” Indicative of the growing
role of software and data, Scania is developing an open, brand-neutral platform (the RIO platform)
and operating system for software that will host its telematics services as well as software from
third parties, thus making it easier for its partners and other transport manufacturers to adopt and
use.® Scania has likewise increasingly transitioned to a services-based business model focused on
fleet management services including logistics, repair, and others. In fact, Scania now generates
one-sixth of its revenues through new services enabled by the data-connected devices built into its
vehicles.®®

Hakan Schildt has stated that “the world is moving towards an autonomous, electrified transport
system, and that needs data ... transport is becoming a data business,” and that “the free flow of
data is part of free trade.”®° Data transfers and analytics improve Scania’s product development
process by allowing the company to gain insight into the on-the-ground performance of its vehicles
and identify areas for potential improvements.®! Allowing Scania and vehicle owners to coordinate
and control entire fleets of connected and autonomous vehicles leads to improved environmental
outcomes, especially reduced CO, emissions.?? For example, collecting and sharing personal and
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nonpersonal data allows Scania to “coach” drivers to help them improve, such as with braking
points and coasting.®3

Case Study: Volkswagen

Volkswagen—Europe’s biggest automotive manufacturer—is going digital, including through the
extensive use of Amazon cloud computing services.* As one VW executive put it, “[Gloing forward,
our Volkswagens will increasingly become digital devices on wheels.” %

VW is using data, software, and associated services to differentiate itself from the competition. In
2020, some 1.5 million VW vehicles with no online access could connect with the Internet thanks
to the “Volkswagen Connect” (a retrofit solution). In the future, VW will connect every one of the
estimated five million vehicles it plans to manufacture each year.°® VW has over 80 IT specialists,
data scientists, programmers, and others at its “Data: Lab Munich” incorporating Al and other
digital tools throughout its business, including in production, sales forecasts, predictive
maintenance, and autonomous driving.®” VW is also using Al and other digital technologies to
become a “smart enterprise.”® For example, the Volkswagen Group is the world's first automotive
company to intensively test the use of quantum computers, such as to predict vehicle traffic
patterns in Barcelona to help taxi and transport firms.% Florian Neukart, principal scientist at
Volkswagen's CODE Lab in San Francisco, stated, “What makes the now-developed solution so
special is the possibility to scale it to any city.”!% However, VW and other firms that seek to use
quantum computing would obviously depend on data transfers to deploy this technology, given it
would be prohibitively expensive to deploy it to every market.

Volkswagen—Europe’s higgest automotive manufacturer—is going digital, including through the
extensive use of Amazon cloud computing services.

VW’s digital operations are embedded within its transatlantic operations. In 2020, VW announced
that its factories in Chattanooga (Tennessee, the United States) and Puebla and Silao (Mexico)
would be the first Volkswagen factories outside Europe to connect with VW’s global “Industrial
Cloud” initiative—which uses Amazon Web Services (AWS). VW’s 18 factories in Europe were
already networked with its Industrial Cloud, which is designed to gather and analyze data from all
connected VW facilities on a real-time basis to help increase efficiency and productivity. It also
allows central, standardized access to software applications, much like an app store on a
smartphone. VW’s Industrial Cloud links not only all of VW’s global factories, but also (in a second
step) its suppliers in order to simplify the exchange of data across systems and plants.!°!
Volkswagen and AWS plan to open the Industrial Cloud to other firms, thus making it a
marketplace for industrial applications.%?

A Connected or Fragmented Transatlantic Manufacturing Network?

Automotive and transport firms are increasingly dependent on the ability to transfer personal and
nonpersonal data around the world. As Scania put it, “[V]ehicles would not function effectively
without transferring data, and neither would repairs.” % The automotive and transport sectors are
affected just as much as other data-driven sectors by a globally fragmented Internet. Like other
sectors, it would be overly expensive and complicated, if not impossible, for these firms to set up
duplicative IT and the growing range of support services in each and every market in which their
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vehicles are used. Doing so would add unnecessary costs and simply lead automotive and transport
firms to cut off critical services to restrictive markets.%*

Automotive and transport firms are clearly capable of developing sophisticated legal compliance
frameworks to use and protect data as per local laws, especially given they already operate in a
heavily regulated industry with a host of vehicle safety and performance standards.!° For example,
Volvo, VW, BMW, and many other major car manufacturers use standard contractual clauses to
transfer European personal data overseas. The invalidated EU-U.S. Privacy Shield was used by 37
firms in the automotive sector (and 28 firms in the aerospace and defense sector).!% Firms want a
clear, predictable, and reasonable legal framework that allows them to protect data according to
local privacy laws, while still using it to design and deliver innovative new products and services.
As a position paper from the European Automobile Manufacturers Association (EAMA) cautions, “It
is important to stress the use of global data and the implementation of clear guidelines and
processes for sharing data between countries ... otherwise, the value of the data will be lost.” %’
While the 2018 Roadmap for EU-USA S&T Cooperation notes that “there is a clear interest in
continuing collaborating in areas where interoperability is necessary to ensure smooth and secure
transatlantic/global data flows,” including “automated driving and road automation in general, air
quality and low-emission freight transport systems, [and] multi-modal inter-urban transport,” such
cooperation is at the mercy of the broader transatlantic conflict over data privacy and
surveillance.%®

Automotive and transport firms are increasingly dependent on the ability to transfer personal and
nonpersonal data around the world.

Beyond Schrems /I's impact on Privacy Shield and SCCs, the EDPB’s generally restrictive approach
to regulating the personal data relating to connected vehicles highlights the many and varied
challenges to automotive firms that operate on both sides of the Atlantic. The EDPB views most
data collected via connected vehicles to be personal, and that data controllers (i.e., the car
manufacturers) should, whenever possible, not transfer personal data outside the vehicle (never
mind outside the EU). The EDPB thinks that this local processing of personal data keeps drivers in
control of their data, as well as their vehicle.® While the EDPB makes brief references to the
possibility of joint controllership of vehicle data, it has given no firm guidance around the extent to
which joint controllership might apply to common use cases in the connected car context, such as
data sharing between vehicle manufacturers, data aggregators, and other third parties (e.g.,
insurance firms).!1° In response, EAMA cautions the EDPB to develop and apply nuanced sector-
specific privacy rules for connected vehicles, as the draft guidelines it has issued have been overly
broad, ill-fitting, and restrictive.!!!

Data restrictions in other countries offer a glimpse of the potential consequences for automotive
and manufacturing firms should the United States and EU fail to build a legal framework to allow
firms to transfer personal and nonpersonal data across the Atlantic. India requires gateways and
application servers that support the Internet of Things to be located inside the country.!'? China
has data localization for both personal and mapping data (as well as restrictions on whom can
collect and use this mapping data). This includes the high-definition maps that are critical to the
operation of automotive vehicles.!'3 Indicative of the duplicative and unnecessary impact on
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automotive manufacturers, Tesla (which has a large factory in China) has moved its user data from
the United States to China to comply with local data storage requirements.!!#

Turkey requires all new cars to provide e-call services, carry local eSIM cards, and store all relevant
data in Turkey. Turkey’s restrictive rules are broad in that they apply to all M2M
communications.!!® Vehicle manufacturers and associated service providers need to transfer and
share this type of data, such as with insurance companies to determine coverage; geographic
location data with tow-truck operators for emergency help; and performance data to help firms
develop better safety systems.!® In Turkey, major automotive producers have mostly chosen to
shut down e-call services for cars already in the marketplace and have stopped exporting new cars.
So it's hardly a win for automotive safety, never mind trade.

Financial, Payment, and Insurance Services: Key Enablers of Global Digital Trade
Banking, finance, and insurance services depend on data flows to engage and support trade.
Consumers and firms want these services to seamlessly manage the considerable challenges of
managing cross-border transactions, while maintaining a high level of security and privacy.!!” This
is a challenge, as these services are already among the most heavily regulated in the global
economy. For example, as part of a Committee on Payments and Market Infrastructures (a global
standards-setting forum for central banks and others) survey, payment service providers cited anti-
money-laundering, know-your-customer, risk-mitigation, and consumer-protection requirements as
the most significant costs and challenges to their business, especially for cross-border
payments.!!® Adding new data-related restrictions further complicates efforts to address these
domestic regulations that act as a bottleneck to the use of these services in global trade. This
section analyzes the role of data in global financial, payment, and insurance services.

Data and digital technologies have transformed the financial, banking, and insurance sectors.
Internet banking is increasingly the norm for consumers and businesses around the world. The
many leading U.S. and European providers need to be able to seamlessly transfer tremendous
amounts of data for their own operations (e.g., human resources and IT development) and between
subsidies (to complete transactions), but also as part of both exchanging information with third
parties and the day-to-day business of checking and processing payments, fund investments, and
other transactions.

New data-driven services are at the heart of the fierce competition that is underway between
incumbent firms and fintech start-ups.!!® The basis for competition in these sectors increasingly
revolves around their ability to develop and deploy new payment services, Al, and other
innovations, whether as part of improved cybersecurity, digital identity, digital assistants (e.g.,
natural language processing robo-advisors), or blockchain services. Indicative of this, in 2017, JP
Morgan had 4,000-5,000 software developers working on applications.!?° Traditional banks are
fighting back against new fintech entrants by providing end-to-end services across the banking and
payments sector, including through partnerships with new entrants.!'?! Meanwhile, new fintech
entrants are providing new means of payments, often as part of a broader set of digital services.??
At the big end, this is perhaps best demonstrated by Chinese insurance firm Ping An’s
technological prowess and its use of a vast platform of services to become a “fintech
super-app.”'?3

Cloud computing allows all payment, banking, and insurance firms to handle high-volume, complex
computations at sometimes irregular intervals, while maintaining stringent cybersecurity
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protections and allowing access to data for compliance purposes (e.g., for anti-money-laundering
and counter-terrorism financing). Given the sensitivity of the data and processes involved, some of
these firms have been reluctant to move away from in-house data storage. Yet, more and more
firms are shifting to public cloud services that are increasingly able to provide the strict
cybersecurity services and compliance processes these firms need.!?* Given the sensitivity of the
data being managed and the strict regulatory oversight in place, if these firms can use public cloud
services on a global scale, so should pretty much any firm.

Insurance, reinsurance, financial, and payment firms rely on data and data flows in similar, but
sometimes different, ways.

Unnecessarily restrictive data-related rules make it costlier and more complex, if not impossible, for
financial, payment, and insurance firms to transfer and use data as part of seamless, standardized, and
centralized service offerings.

Insurance firms rely on data to provide products to individuals and firms around the world.
Personal insurance products are increasingly being sold and policies managed online and on
mobile phones. The basic customer interface depends on data flows, in terms of accessing their
policies, especially if they move or are part of an international business operation. The
underwriting process that is central to insurers depends on data transfers and analytics, which are
necessary to understanding their clients, assessing risk, and pricing and tailoring packages of
insurance products for clients.'?® For example, real-time data analytics allow insurance firms to
predict and react to events such as severe weather and natural disasters, in addition to how likely
someone’s car is to be stolen in a given month or whether a person is likely to face a health issue.
Also, when clients voluntarily provide more data on their behavior through telematics—such as
sensors in vehicles to assess how they drive—it allows insurers to better understand their clients
and encourage less-risky behavior. Greater access and use of data and data analytics can also
dramatically reduce administrative costs for insurance and reinsurance firms, which is important as
claims settlement, acquisition, and administration are expensive, taking up about 33 cents out of
every dollar a policyholder pays to an insurer. For instance, when claims are made, improved data
analytics and access to large pools of data aid insurers in identifying genuine versus fraudulent
claims.1?®

Both insurance firms and reinsurance firms—which take on portions of risk portfolios of other
insurers—need to be able transfer data in order to build large datasets and provide better and
cheaper products. Indicative of this, as Kai-Uwe Schanz and Fabian Sommerrock of The Geneva
Association noted, “In the digital age, traditional information asymmetries in insurance are likely to
disappear, with both insurers and policyholders benefitting from much improved information at
much lower cost.”!2’” For example, while major insurance firms underwrite processes in each
client’s home country, for regional and global products and customers, this happens at a higher
level that thereby makes it necessary to transfer personal and other data. Likewise, reinsurance
relies on transfers of personal and other data, as the client taking on the reinsurance needs to
assess the underlying data in order to assess the associated risk. Furthermore, reinsurance
contracts often involve a firm in one of only a few global hubs, namely Switzerland, Bermuda,
Singapore, New York, or Munich, even if the two parties are outside of these countries (e.g.,
between an Argentinian insurance company and a reinsurance client in Uruguay). Personal data
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therefore needs to be able to flow between these hubs and the multiple parties involved in a
transaction.

Data is also central to the role payment services play in global trade. A growing number of
individuals and firms that travel and engage in worldwide trade have come to expect payment
providers to do likewise. Indicative of this, payment networks clear and settle transaction
information, not funds. Ensuring that consumers and firms in every market can access new, low-
cost, and innovative electronic payment options is critical to supporting domestic commerce and
global trade. There is a clear trend in the payment services space toward new partnerships and
digital technologies, so companies can provide a more personalized, secure, and seamless suite of
services embedded in mobile apps, e-commerce marketplaces, emails, and elsewhere. In this way,
payment services represent a critical part of the suite of online services that together make it much
easier and cheaper for firms of all sizes to access customers around the world. These services
increasingly go beyond payments and money transfers to include financial dashboards, credit score
management, customized loan/insurance plans, and investment services.

Unnecessarily restrictive data-related rules make it costlier and more complex, if not impossible,
for financial, payment, and insurance firms to transfer and use data as part of seamless,
standardized, and centralized service offerings. Payment and financial are among the most
commonly targeted types of data in the world, alongside personal data. Restrictions on the
movement of data undermine firms’ ability to aggregate and analyze data from the broadest range
of sources.'?® They also have a significant impact on trade, effectively prohibiting foreign firms
from bringing to bear their globally distributed data analytics platforms—such as for fraud and
money-laundering prevention, cybersecurity, and other data-driven services—which is a key part of
their competitive offering.

Having all relevant regulatory compliance and service support expertise in every market isn’t viable.

Fraud, for instance, is not limited by national boundaries. Preventing payment firms from working
with global datasets undermines their ability to use data analytics to combat it.!?° Data analytics
use behavioral, temporal, and spatial techniques to assess a consumer’s behavior and whether a
transaction is out of the normal or not. When a transaction is initiated, hundreds of pieces of
information (e.g., about the customer, merchant, place, and time, all compared against years’
worth of prior transactions) are gathered and sent for analysis by the payment processer’s
predictive model to determine if it is likely a genuine or fraudulent transaction. For payment firms,
this process happens tens of thousands of times daily, ultimately involving billions of pieces of
data.!3° These data-driven systems are powerful and fast enough to detect fraud in real time by
using models based on historical data (and deep learning). Similarly, big data analytics are used to
detect money laundering disguised as legitimate payments.

Ultimately, forcing payment service firms to use an artificially altered (i.e., only local) database for
analysis would render them unable to provide the most accurate prediction for customers as it
relates to fraud and other activities.3! In the case of data localization, this would mean firms
would only be able to identify local patterns of fraud, and thus would be blind to wider fraud
patterns and threats, which would have the unintended and undesirable consequence of benefiting
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criminals. Consumers, financial institutions, and regulators all stand to lose if firms are not able to
use data from around the world to prevent this type of unwanted activity.

Data localization’s impact is much broader. U.S. and European financial, payment, and insurance
firms must transfer data as part of their global IT network and data engineering, regulatory
compliance, and customer support teams and operations they have in their home country. Having
all relevant regulatory compliance and service support expertise in each and every market isn't
viable. Obviously, many firms set up country and regional support teams, such as to ensure
compliance with GDPR or U.S. financial regulators, but they all report to, and benefit from,
seamless engagement with central support teams based in their home country. For example, if an
EU customer identifies an issue with a firm’s service, the firm may well need an engineer or
customer service representative based in the United States, India, or elsewhere to access the
issue, user data, and local IT systems in order to resolve it (see figure 9).

Figure 9: Cross-horder implications for EU users and U.S. firms that rely on data flows and cloud-based services
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It is unreasonable to expect that firms would not only set up local data center infrastructure but
also duplicative full-service engineering and customer support operations in each market, so the
right person to fix an issue is based locally (and personal data doesn’t need to be transferred as
part of a fix). Given the cost and operational efficiencies, and in order to provide more secure
services and responsive regulatory services, banks and payment and insurance firms (like most
global firms) want IT operations to be centralized. Upskilling staff, licensing technology tools and
utilities, and providing adequate support and maintenance become significantly more complex and
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expensive (or even prohibitive) in a decentralized system wherein firms must unnecessarily expand
and add duplicative services to their IT network.

This does not mean these firms don't set up substantial operations outside their home markets—
they obviously do. But these firms are often driven by commercial and other considerations as they
set up locations as part of strategic corporate plans. For example, many U.S. financial firms have
regional compliance and tech support teams in Dublin, Ireland, as part of their European
headquarters. But these are not simply compliance services: Mastercard’s and Citi’s Dublin
centers, for instance, were each set up for global R&D and service. Mastercard’s tech hub will grow
to over 2,000 employees in the next few years and serve customers across Europe and the rest of
the world.'3? It will also need to integrate with the company’s other global technology centers in
Vancouver, New York, St. Louis, Pune-Vadodara (India), and Sydney. 33 Similarly, Citi’s service
center provides support services to customers across Europe and the world—and includes the
company'’s first Innovation Lab, which is dedicated to R&D in the financial services industry.!34

Given their critical supporting role in global trade and economic activity, financial, insurance, and
payment firms need to have a clear legal framework to transfer data for both commercial and
regulatory purposes. Even before Schrems //, this was challenging. For example, U.S. financial
firms faced regulatory issues in Europe related to their need to provide data to the U.S. Office of
Foreign Assets Control and requirements for them to do screening for terrorism-related
transactions.'3® Many banks and insurance and payment firms rely on SCCs to transfer data around
the world—not just between the EU and the United States—as they are the most flexible legal tool
to manage a diverse range of tasks. Previously, as in other sectors, Privacy Shield was a
complementary legal tool used in the financial services sector. As at October 2020, 156 financial
service firms relied on Privacy Shield as their primary mechanism for EU-U.S. data transfers.!3¢
For financial, insurance, and payment firms, adjusting to the uncertainty and changes in the EU’s
data protection regime with GDPR and Schrems // will be challenging, even with their extensive,
existing legal compliance capabilities.

Cutting off financial, insurance, and payment data transfers between the EU and United States
(and between the EU and the rest of the world) would mean fewer, more expensive, and less-than-
best-in-class services, as the many firms and sectors that rely on these services to engage in
transatlantic and global trade would inevitably be affected. Longer term, it would affect
competition and innovation in these sectors, as it would disproportionality disadvantage new small
and medium-sized fintech firms that otherwise could use access transatlantic markets in order to
scale and compete with incumbents. EU and U.S. policymakers need to avoid making the
regulatory-compliance situation any worse in these sectors and ensure that all these firms have a
reasonable data transfer framework to manage varying local legal requirements (whether privacy or
financial-oversight related), without unnecessarily inhibiting their role in global trade and
innovation.

Data Flows Support the Growth of Small and Medium-Sized Enterprises

Restrictions on transatlantic data flows would disproportionately affect start-ups and small and
medium-sized enterprises (SMEs), regardless of whether they are trade-orientated, given it would
affect their ability to use the most useful and competitive services (in Europe or the United States)
and easily and seamlessly find and serve customers on both sides of the Atlantic.'” In this way,
restrictive data rules undermine one the central benefits of the Internet—reducing, or removing,
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the impact geography has on small firms’ ability to engage in cross-border trade and use the best-
in-class services (e.g., those in the United States). Ultimately, the direct and indirect impacts of
restrictions on data transfers will affect the broader start-up and SME ecosystem by affecting
firms’ ability to scale.

Restrictions on transatlantic data flows would disproportionately affect start-ups and small and medium-
sized enterprises, regardless of whether they are trade-orientated.

Ironically, given European policymakers’ focus on large tech firms, the slide to ever greater
restrictions on data transfers would make the European digital market inaccessible to all but the
largest firms. Data privacy laws and international data transfer rules need to be easy to apply so
SMEs and start-ups can build to a reasonable legal requirement from the start. This would allow
them to focus on growing their ideas and businesses through trade and the best digital tools
available, rather than on ever-changing and costly administrative compliance. In particular, start-
ups are often early users of new digital technologies and therefore do not have to deal with the
legacy IT systems of older firms. For example, many start-ups have been able to outcompete their
more established rivals by virtue of being “born digital,” meaning they have been better able to
leverage productivity gains of newer technologies. Limitations on data flows would restrict EU start-
ups from leveraging new U.S.-based technologies, especially from other start-ups and smaller firms
that have not established a European presence. This would put EU start-ups, as well as other EU
SMEs, at a disadvantage to their foreign competitors.

The survival and success of SMEs and tech start-ups increasingly depend on seamless and
affordable access to data and digital tools. For example, surveys show that 74 percent of SMEs in
the United States and 55 percent of EU start-ups and scale-up firms use cloud services.!*® Should
cloud services providers and similar enterprise services take on higher compliance costs or halt
data exchanges outside the EU, start-ups may face increased costs or less-optimal alternatives.
SMEs greatly benefit from a range of digital tools that allow them to operate seamlessly in both
their home and international markets: to develop, for example, an online presence, such as via
online directory listings, websites, and mobile apps; social media for customer engagement, sales,
and marketing; data analytics to gain customer insights or inform business decisions; customer
acquisition via e-commerce marketplace platforms; and internal productivity tools, such as cloud-
based software, video conferencing, and corporate social networks.'3® The COVID-19 pandemic has
accelerated the broader digital transformation of SMEs, with more and more turning to online
solutions to connect with customers and sell their products.!*° Start-ups and SMEs do not look at
countries of origin when choosing their IT, software, and Internet services. Whether it comes to
cloud services, marketing and advertising, customer relations, or some other service, data flows
allow these firms to select the services that best align with their needs.

Small firms’ ability to go global with only limited IT spending and little complexity will be
undermined if major markets such as that of the EU require them to build out or pay for
duplicative local services and infrastructure in each market. Access to inexpensive cloud and other
ICT services has also been a key leveler in the playing field between SMEs and start-ups versus
larger firms. As Allied for Startups (a worldwide network of 45 advocacy organization) has stated,
every additional layer of regulatory complexity and cost makes it harder for EU start-ups to emerge
from or enter into a new market, and effectively ring-fences bigger firms from greater
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competition.**! Previously, a lot of firm and venture capital had to be invested in expensive IT.
Inexpensive global cloud services are now the norm. Yet, growing data restrictions could reverse
that. It is simply not feasible for each and every service provider with a few customers in a given
market to build out local infrastructure and operations, which means many will simply not serve
certain markets (given the growing threat of fines). Data-transfer restrictions would force firms to
choose local service providers that may not be the most competitive, cost-effective, or
comprehensive in providing international services.

This would be a sad result, as the United States and Europe are developing a more connected and
dynamic tech start-up scene involving venture capital, people, and ideas.!*? Start-ups in both the
United States and EU have thus far been able to rely on data flows to grow and expand on both
sides of the Atlantic. The United States is an important market for fledgling European start-ups, as
it is home to four of the top ten start-up ecosystems in the world.!*® However, European start-ups,
bolstered by cross-border opportunities, are catching up. Europe produced about 36 percent of
start-ups worldwide between 2009 and 2019, and hubs such as Stockholm, Paris, Amsterdam,
and Berlin are emerging.*

Small firms’ ability to go global with only limited IT spending and little complexity will be undermined if
major markets such as that of the EU require them to build out or pay for duplicative local services and
infrastructure in each market.

Greater transatlantic engagement between start-up ecosystems would benefit everyone. A recent
National Bureau of Economic Research study into cross-border venture capital, technology
spillovers, and start-ups in the United States from 1976 to 2015 demonstrates the depth of the
connections and the benefits. Of the 524 firms that had non-U.S. corporate investors, 11.5
percent of their investors were from Germany and 6.9 percent were from France. Both countries
were in the top six home countries of foreign firms that invested in U.S. start-ups.!*® In addition,
by studying subsequent patenting and citations in specific technology classes, the study finds that
a country learns about a technology class from investing in a U.S. start-up that specializes in that
class of technology.!#®

While the United States offers a single large market for European start-ups, small companies must
overcome barriers to entry in 28 different countries to reach a similar market size without leaving
the EU.'*” Despite ongoing efforts to build a more integrated EU “Digital Single Market,” scaling
across Europe is still not easy. In one study, 55 percent of SMEs in the EU, including 57 percent
of start-ups and 60 percent of scale-ups, listed regulatory obstacles or administrative burden as
one of the three biggest problems for their enterprise. By comparison, only 30 percent of SMEs in
the United States indicated it as among their greatest concerns.!*® The ability to scale globally is
critical to start-ups on both sides of the Atlantic. While about half of U.S. unicorns (start-ups with
a $1 billion or more valuation) established a global presence in order to reach unicorn stage, the
same is true for 70 percent of their European counterparts. !4

The regulatory back and forth surrounding EU-U.S. data flows leave SMEs and start-ups in a
constant state of legal uncertainty, even if new rules are not immediately enforced on them.!®° For
those seeking to gain a foothold outside of the EU, or for globalizing U.S. start-ups seeking to enter
the European market, transfer mechanisms are critical, such as EU-U.S. Privacy Shield, which was
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a clear and accessible legal framework firms of all sizes and sectors could use.'®! Without Privacy
Shield, SMEs and start-ups are turning to SCCs. But with the Schrems //ruling putting greater
responsibility on data exporters and importers to determine whether SCCs are sufficient, this
solution is at best inelegant and costly—and at worst, infeasible.!%?

Even for the smallest businesses, legal fees for developing SCCs can easily reach thousands of
dollars.'®® The rush to align with new compliance standards also swells demand for—and with it,
the cost of—legal services and other necessary external expertise, which further disadvantages
firms with fewer resources. Indicative of the cost, a study by the New Economics Foundation and
UCL European Institute estimates that the impact of a no-adequacy decision for the United
Kingdom (and a shift to SCCs) would cost $4,120 each for micro businesses, $13,730 for small
business, and nearly $27,000 for medium-sized business.** Given that the shift to SCCs is just
one part of the impact, the total cost is likely to be higher given the impact on IT networks,
staffing, and other operations.!°® These costs will price many small firms out of digital trade. 1°¢

Start-ups have long called for policymakers to give greater recognition to the impact data transfer
rules have on them, arguing that they need to be accessible to firms of all sizes, and that they
need more dedicated support to comply with new rules and regulations. U.S. and EU policymakers
need to ensure their understanding of who relies on data transfers reflects reality—as it is not just
large tech firms, but a diverse range of firms, including many SMEs and start-ups. In an open
letter to European leadership, representatives from 14 European start-up advocacy organizations
argued, “EU institutions have a responsibility to address a fundamental question: Do they stand
behind a mechanism whereby data transfers to the US and elsewhere is [s/c] possible and feasible
for SMEs and startups?”**’

SMEs and start-ups will become collateral damage if policymakers view the issue through the lens
that data flows only matter to large tech firms. This fear is valid: In a 2018 Allied for Startups
survey, 81 percent of respondents agreed that “the principle of designing policy and/or legislation
in order to target specific companies (i.e., global giants) could lead to poor outcomes that
inadvertently hurt or hinder tech start-ups.” % As Atomico’s “State of European Tech 2019”
outlines, while the tech sector has grown in Europe, EU policymakers focus more on U.S. big tech
than on helping and championing existing European tech successes. ! Start-ups and SMEs need
policymakers to rectify this past lack of attention and keep them in mind as they work on next
steps and new data transfer mechanisms.

Consumer Internet Services: Connected, Personalized, and Valuabhle? Or Disconnected,

Generic, and Less Valuable?

Transatlantic data flows deliver the responsive, innovative, and valuable experience individuals
expect from Internet services. Every time a user opens a web page or email, plays a video, listens
to a podcast, buys a product online, saves an online file, or conducts any number of other Internet-
based activities, a complex data exchange takes place in the background. Companies shape user
experiences within these services, such as delivering personalized search results, recommending
content, and integrating advertisements in a way that complements rather than disrupts the overall
user experience. Even consumers that never leave their home country benefit from international
data flows, given the benefits from data aggregation and analysis, as well as simply being able to
connect, communicate, and learn about people, businesses, and related content and services.
These processes continue to shape the Internet users recognize today. Yet, most users and
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policymakers do not understand the complexity involved in the services and IT networks required to
provide a quick, seamless, and low- or no-cost service to consumer. Enacting barriers to data flows
would impact all of these services. This section details the many ways in which consumer Internet

services rely on data flows and the potential impacts if transfers of personal data were stopped.

Consumer Internet services (such as search, email, and social networks) are built upon open,
global systems where data and information can flow freely. Firms can provide these services while
abiding by non-localization-based local data privacy laws, which can differ country to country.
Firms cannot escape local laws by simply transferring data overseas—as legal responsibility moves
with the data, regardless of where it is stored. Ongoing cases against U.S. tech firms in Europe and
elsewhere are indicative of this. And while local laws, such as GDPR, affect how certain consumer
services function, they would have nowhere near the impact if Europe completely prevented the
transfer of personal data to the United States.

Even consumers that never leave their home country benefit from international data flows, given the
benefits from data aggregation and analysis, as well as simply being able to connect, communicate, and
learn about people, businesses, and related content and services.

Given the centrality of personal data exchanges to common consumer Internet services, it is hardly
surprising that IT firms are among the most-prominent users of legal mechanisms to ensure data
transfers from the EU are compliant with GDPR. In a joint survey of European firms by Business
Europe, DIGITALEUROPE, the European Round Table for Industry, and European Automobile
Manufacturers Association, ICT companies represented 37 percent of those relying on SCCs to
transfer data outside the EU.®° While this includes many leading tech firms, there’s a much bigger
and broader ecosystem of firms that work as subcontractors for different tasks relating to tech
firms’ data processing, such as for troubleshooting or technical support services. Many of these
firms were likely users of Privacy Shield. As of October 2020, about half of all firms certified under
Privacy Shield (2,597) were in the ICT industry. ¢!

Transfers of personal data are central to the online advertising that has powered the Internet’s
rapid growth.®? Targeted advertising reduces search and transaction costs for many Internet
services. %3 Advertisers bid for visibility in the fractions of a second before web content loads. Ads
allow many services and content creators to monetize their work. In return, users see content,
goods, and services they are most likely to be interested in. The sharing and use of information
about a user, such as their browsing history or other user-specific data, allow firms to provide
more-relevant ads—a benefit to both consumers who get more utility from these ads and
advertisers that are willing to pay more to reach their target audience. Just as loyalty schemes
operated by brick-and-mortar retail and service providers enable them to build up customer
profiles, so too does personal data for Internet consumer services.

Restricting personal data transfers would likely lead to fewer and less-relevant (and thus valuable)
ad services. Some opposition to advertising is driven by misconceptions about how targeted
advertising works.!®* However, losing the ability to use global IT services to provide targeted and
personalized advertising could cause a regression back to the old Internet, with more (and worse)
types of ads (such as pop-ups and click-through ads). Users would see ads that are irrelevant.
Local businesses would find it harder to find customers. It could lead to more subscription-based
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services instead of free services, given the impact of less-effective ads. It would likely lead to a
decrease in competition and digital economic engagement that would likely lead to higher ad
costs, as their effectiveness would decrease as they would not be as useful for both advertisers and
users. Many firms had to make major adjustments (e.g., requiring consent for marketing) following
GDPR'’s introduction, but a broader block on the transfer of personal data would make the issue
much harder to work around.®

Personal data transfers also allow Internet services to identify and authenticate individual users
when they are logged in to their unique account and provide them with seamless access to
multiple applications and the information, goods, and services they want. Many Internet services
use a single sign-on (SSO) so users can use just one (instead of several) set of login credentials for
multiple applications, whether it be a person’s Facebook account, their GAIA (Google Accounts and
ID Administration) ID, or their Microsoft Office SSO.!%¢ These could also be external, in that a user
could use their Facebook, Twitter, or Google login to authenticate a user for a third-party service.

Beyond simply recognizing a returning user, SSOs are the gateway for the valuable and useful
personalized services that drive people to use Internet-based services. They allow firms to provide a
single, personalized experience across services, whether it is email, search, photos, maps, videos,
news, chat, or other connected services—as well as embedded services such as search and sharing
functions for photos and other content. Data flows provide users with seamless access to these
personalized services from anywhere, anytime, and on any computer or device.

Many European policymakers do not understand the impact restrictions on data flows would have
on their local Internet experience. As noted, while it may be technically possible for a large firm to
achieve local data storage, there would still be major disruptions and changes to the types and
quality of Internet services, especially between those used in and outside of Europe. The true
complication of data localization in Europe is the impact on data analytics and other data-driven
services. Email account login notifications and credit and bank alerts about potentially fraudulent
transactions or activity would be inhibited as users would live in separately engineered IT worlds. It
would mean that global providers would have to engineer ways into and around Europe, as many
common (and common-sense) features rely on transfers of personal data. Data localization would
make these far more complicated, degraded, or impossible.

Ultimately, severe restrictions on the transfer of personal data would lead to users in Europe having
a markedly different Internet experience than that of global users. Many firms would be forced to
provide less-personalized and less-valuable services more akin to generic “signed out” services (in
that many users would not have to sign in to use many Internet services). These firms would still
be able to service ads to users, but they would not be personalized (and thus would be less
valuable to both users and organizations that use targeted advertising in Europe). Customers have
grown to expect these personalized services, as have businesses (especially retailers) gotten used
to providing them. %’

Furthermore, restrictions on personal data transfers mean that related services become biased by
users within that region. Search results for users in a restricted European data region would
become biased by users within that region as the search service would not be able to aggregate
that data with data from users outside the region in providing the most relevant and accurate
results. For example, with videos, a company’s algorithm is likely to look at what a user has already
viewed, so it'll find content and ads that it thinks would appeal to the user. Many services such as

INFORMATION TECHNOLOGY & INNOVATION FOUNDATION | MARCH 2021 PAGE 28



these do not look specifically at the person when providing personalized services, but at what other
similar users have viewed, much like Netflix’s recommendation algorithm.!®® So a search in a
country/region with personal data localization would show results that are shaped by a smaller
group of users (who may be very different from the individual user). The search service wouldn’t be
able draw on data from people that are actually more like the user, meaning their Internet
experience would be degraded. In essence, it would move the result from an individualized to an
aggregated country/regional experience.

Social media networks would also be disaggregated based on the ability of firms to transfer the
personal data that connects friends and families (such as on Facebook), professional contacts and
work and business opportunities (LinkedIn), and businesses with potential customers. It would be
incredibly difficult—if not impossible—for online social networks to operate in a fully localized
Internet ecosystem, as Facebook has already noted to European policymakers.®° Policymakers
need to realize that targeting social networking sites such as Facebook would have broad economic
effects.

Segregated personal data regimes would not break the technical infrastructure that makes up the
Internet, but it would go a long way toward breaking the way the Internet works at the application layer
and in defining and differentiating the Internet experience of users in each realm.

Social networking sites are increasingly seen as a business and trade tool, and an essential part of
marketing and advertising strategies, whether it is TikTok, Facebook, Instagram, or LinkedIn. Much
like the impact on advertising, limitations on social networks inevitably affect firms that use them
to find and serve customers in other markets.!’® Advertising through social media is much cheaper
than other forms of traditional advertising—hence, in 2017, nearly half of all EU enterprises used
social media for advertising purposes.!’! E-commerce and brick-and-mortar retailers account for a
large portion of advertising revenues for social networking sites, so any reduction in the value of
advertisements is most likely to affect this sector.!’? Similarly, from a small package trade
perspective, it would mean that customers would be less likely to see goods or services on e-
commerce platforms from other countries (that may actually be closer to what those customers
actually want).

Overall, allowing firms to transfer and process personal data results in a better online experiences
for both users and businesses. Segregated personal data regimes—whether between the United
States and Europe, the United States and China, or Europe and China—would not break the
technical infrastructure that makes up the Internet, but would go a long way toward both breaking
the way the Internet works at the application layer and defining and differentiating the Internet
experience of users in each realm. Such a scenario—which is where the global Internet is
heading—Ilends itself to policymakers using personal data restrictions as a tool for digital
protectionism, as it allows them to pick and choose their favored (local) Internet service provider,
with each data realm having its own local social network and search and email provider, for
example. This is fundamentally different from the current situation wherein personal data,
advertising, and digital technologies such as cloud computing have allowed many Internet services
to provide a nearly ubiquitous, easily accessible, and valuable service to people around the world—
often for free.
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Maximizing the Benefits of Transatlantic Health Data Transfers

From screening chemical compounds to optimizing clinical trials to improving post-market
surveillance of drugs, the increased use of data and better analytical tools, such as Al, hold the
potential to transform health care and drug development, leading to new treatments, improved
patient outcomes, and lower costs.'’® Given what it reveals about an individual, health information
is among the most sensitive of data categories. At the same time, its potential to improve and save
lives also makes it one of the most valuable. While policymakers need to be certain that health
data is carefully protected, they also need to ensure that legal frameworks allow for the reasonable,
responsible, and ethical sharing of data—including transatlantic sharing—given the enormous
potential social and economic benefits of new and improved health services.!”* Unfortunately,
there’s a real risk that GDPR will impede transatlantic health research.

Data and digital technologies are transforming the life sciences sector. For example, Johnson &
Johnson uses a real-time, cloud-based system to connect and share data between internal and
external units and manufacturers in order to monitor and better control production processes, while
abiding by relevant security, data privacy, and compliance requirements.?’® The mainstreaming of
genome sequencing is set to increase the number of patients who undergo the procedure, the
number of research opportunities, and the range of health care professionals who will require
access to genetic and health data.!’® The emergence of learning health systems is blurring the
traditional boundary between clinical research and care, as data is collected routinely in the
process of care, with the explicit aim improving health care outcomes.!’’

While policymakers need to be certain that health data is carefully protected, they also need to ensure
that legal frameworks allow for the reasonable, responsible, and ethical sharing of data.

COVID-19 has accelerated the life sciences sector’s digital transformation. Most pertinently,
COVID-19 researchers have needed digital tools and data flows in order to run the biggest
experiment of their lives, in record time.!’® For example, firms have had to set up digital
monitoring operations at production facilities to maintain compliance with safety and quality
control requirements. Pfizer rolled out a virtual reality-based capability that enables the remote
diagnosis and repair of equipment; and in distribution, it developed dashboards to track and
manage supply chains.'”® Firms have also revised operations to reduce the amount of in-person
contact necessary for clinical trials, such as by using wearables to communicate with patients and
monitor their condition. The effort to fight COVID-19 has brought traditional health and life
sciences firms together with tech firms to figure out ways to improve health care.!&

This section details the critical role data flows play in driving transatlantic life sciences research,
including a case study on diabetes and Alzheimer’s research, how regulatory agencies on both
sides of the Atlantic depend on data transfers to research and regulate new health products in their
respective jurisdictions, and how GDPR already makes it difficult for firms to transfer health data.
This analysis confirms that, after Schrems //, these processes are only going to get more difficult,
costly, and complicated.

Data Transfers Drive Transatlantic Life Sciences Research
Health research is increasingly an international endeavor that depends on the aggregation and
sharing of personal data. Life sciences research is global, so data should be able to move among
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democratic, rule-of-law nations. There is a real risk of overly restrictive data privacy rules in Europe
(as well as elsewhere) impeding the critical role data transfers play in supporting the use of Al and
other digital technologies to come up with health breakthroughs that hold potentially enormous
societal and economic benefits.

Health data transfers make health research better for many reasons. Research into rare and
extremely rare diseases (from those that occur in 1 in every 10,000 to as rare as 1 in every 1
million people) best highlights the need to allow data flows and aggregation—as otherwise it's
significantly harder to identify and collect enough data in each and every country, given how many
of them have only small patient populations.® American and European researchers need to be
able to pool data from across the Atlantic and around the world to improve their ability to properly
conduct clinical trials. Along the same lines, aggregating data across borders also allows the robust
examination of the penetrance (the proportion of people with a particular genetic change) of
disease and the study of heterogeneous diseases, such as cancer.'8?

Health data transfers, aggregation, and analysis create new, more diverse, and valuable datasets
with enduring research value. The aggregation and availability of personal data allows new
scientific questions to be asked of existing data, whether in regard to discovery, hypothesis
generation, or external validation of predictive models. In this way, repurposing existing data for
novel research purposes means that the resources required to collect personal data are greatly
reduced. Larger databases would allow researchers to better assess risks of bias, while new digital
technologies and data transfers would lead to both larger and more diverse datasets, as firms
increasingly use non-clinical sources of data, such as from wearable technologies, as part of their
research. This is indicative of how the future of clinical trials will involve using more diverse and
complex data from stakeholders other than the pharmaceutical industry itself.

In this way, the ability to transfer and share health data maximizes the potential for individual
researchers and life sciences firms—regardless of location—to advance scientific knowledge.'®
The Global Alliance for Genomics and Health has stated that the availability of large cohorts (10
million-plus people) representing individuals from different populations throughout the world would
be transformative for human research.!® The Matchmaker Exchange Project (involving a global set
of partners) aims to facilitate the matching of cases with similar genomic profiles.'®® As of 2017, it
had produced nearly 30 matches involving patients in different countries. 8 Similarly, the
Cascadia Data Discovery Initiative (which involves Microsoft, the Fred Hutchinson Cancer Research
Center, and a range of other research partners in Canada and the United States) aims to create a
more integrated and productive health data ecosystem that focuses on enabling collaboration and
data sharing.'®” Recognizing the difficulties in aggregating data to support Al—especially
internationally—the initiative aims to build a framework for cross-institutional data governance and
create a shared data ecosystem across partners. &8

Seamless health data transfers are critical to maximizing the power of the digital technologies that
are driving health care innovation, especially cloud computing and Al. Cloud services provide
researchers with the computing power needed to search vast libraries of molecules for potential
cures. Experts anticipate genomics will play an increasingly important role in cancer diagnoses,
and leading scientists expect to see 83 million genome sequences for cancer worldwide by 2025,
which is generating huge volumes of data that will be impossible to analyze efficiently without
cloud computing.'® For example, as part of the COVID Moonshot initiative, UCB (a Belgian drug
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company) shifted from internal to cloud-based services (in this case, Microsoft), which increased
its data-analytics capacities sixfold. UCB’s CEO estimates that this increased power shortened a
six-month screening process—that involved data in both the United States and Europe—into three
days.'° Similarly, Takeda Pharmaceuticals used cloud services (in this case, AWS) to create a data
sharing and clinical trials acceleration program that took only five days, when it'd normally take
around three months. 9!

The U.S. Food and Drug Administration’s clinical trials database shows how critical EU-U.S. cooperation
is for life sciences innovation.

Whether for drug discovery or clinical trials, Al is critical to helping researchers by making the
process of analyzing the sheer amount of data that can be generated from computer simulations
faster and more precise. Compared with traditional methods, Al can shorten the time it takes to
synthesize and screen new drugs by 40 to 50 percent, thereby reducing costs in those parts of the
research process by as much as $26 billion annually. In the clinical research phase, Al can cut
costs by $28 billion per year, and reduce the phase’s length by half or more.!°? For example,
Merck improved one of its vaccines by conducting 15 billion calculations to determine which
environmental and process factors influenced the quality of the final product.!®® Takeda
Pharmaceuticals plans to pair every employee with an “Al assistant” to help advance drug
discovery.1%

Data privacy frameworks play a critical role in not only supporting, but also preventing,
international health research—GDPR already makes transatlantic health research increasingly
uncertain and difficult. There’s clearly a need for reforms and greater legal clarity and certainty.
Indicative of this, the global Pan-Cancer Analysis of Whole Genomes consortium has called for an
international code of conduct for genomic data sharing, noting the difficulty it faced in developing
a single cloud of data accessible to researchers worldwide due to “European regulators having
concerns about genomics data from Europeans being held in the United States.”!%®

Transatlantic data transfers are critical to the clinical trials involved in modern drug discovery. As
far back as 2010, 80 percent of applications for drugs and biologics contained data from clinical
studies conducted outside the United States.!°¢ Although data from clinical trials is often
anonymized, demographic details about each participant still need to be included. Clinical trials
are often conducted by third-party vendors with country-specific expertise and relationships with
hospitals and the research facilities necessary to conduct high-quality trials. Multi-country clinical
trials are preferable, as they typically include a more diverse set of participants. Global clinical
trials are especially crucial to rare disease research, as the patient population of a single country
will likely not have enough potential participants for a valid clinical trial.'®’

The U.S. Food and Drug Administration’s (FDA) clinical trials database shows how critical EU-U.S.
cooperation is for life sciences innovation—in February 2021, there were 1,303 active, industry-
funded clinical trials in both the United States and the European Economic Area (EEA). Of these,
39 percent had a clinical trial in at least one European country, while 22 percent had clinical trials
on both sides of the Atlantic (see figure 10).°® COVID-related clinical trials make this clear: Of the
97 COVID-19-related clinical trials registered with the FDA, 12 involve the EEA, 6 of which involve
both EU and U.S. trial sites. This includes such treatments as canakinumab (for patents with
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COVID-19-induced pneumonia) and ruxolitinib (for patients battling the cytokine storm associated
with COVID-19). It also includes the full spectrum of health conditions, with a number of
transatlantic studies targeting many types of cancer, arthritis, asthma, HIV infections, lupus,
epilepsy, and more.

Figure 10: Health data transfers are critical to the many FDA-registered clinical trials in hoth the United States and
European Economic Area (EU plus Iceland, Liechtenstein, and Norway)'%°
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Case Study: Restrictions on Data Transfers Affect Research on Diabetes and Alzheimer’s

GDPR has become an impediment to transatlantic life sciences research for the U.S. National
Institutes of Health (NIH) and on diabetes and Alzheimer’s. Since 1993, the NIH and Finland's
own National Institute for Health and Welfare have been engaged in a joint research project
studying type 2 diabetes in Finnish people. Finnish and U.S. researchers used data from 32,000
DNA samples to discover more than 200 places in the genome where variants increase the risk of
illness. However, in May 2018, when GDPR came into force, the Finnish institute stopped all data
sharing on the project because NIH could not provide guarantees that would satisfy the institute's
interpretations of the law's requirements. NIH cannot use SCCs because of their requirement that
institutions either agree to European audits of their data systems or submit to the jurisdiction of its
courts—which NIH, as a U.S. government agency, cannot accept. NIH and its Finnish partner are
working to find a solution, based around how best to define the transfers as necessary for the
public interest.?%

Similarly, GDPR has undermined data sharing for the International Genomics of Alzheimer's
Project—the largest ever Alzheimer’s gene study.?°! Researchers from the United States and
Europe gathered DNA sequences from more than 90,000 people to find genetic variants
associated with Alzheimer's disease. But since GDPR, some EU nations have restricted data
sharing, so the consortium now runs separate analyses on each side of the Atlantic. As co-founder
neuroscientist Sudha Seshadri of the University of Texas Health Science Center in San Antonio
noted, this limits analysis, particularly when searching for rare variants that require big datasets.?%?

GDPR Makes It Hard, If Not Impossible, for Health Data Transfers to U.S. and
International Public Health Agencies

Firms and institutions need to be able to transfer health data as part of the regulatory approval
process for new drugs and health products. Whenever a firm applies to the FDA to investigate a
new drug, it must still comply with all relevant FDA regulations even if the clinical study is
conducted outside the United States.?%® Data from clinical trials must be shared with the FDA
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during the approval process. Adverse events during clinical trials or after a medicine has made it to
market also must be reported to regulatory bodies. Quality control and testing data during the
manufacturing process also need to be shared with the FDA.

Even before Schrems //, GDPR made health data sharing between public bodies difficult to
impossible. For example, after GDPR was enacted, the Statens Serum Institute in Copenhagen
(which houses the Danish National Biobank) suspended data transfers to important partners,
including the NIH and the World Health Organization's International Agency for Research on
Cancer (based in Lyon, France).

As mentioned, SCCs are not viable when the recipient entity is an arm of the U.S. government,
such as the NIH or public universities, because the U.S. government cannot agree to certain terms
in SCCs, including dispute resolution in European courts.?®* Similarly, U.S. state entities
(including state universities and public hospitals) often cannot agree to certain terms due to
restrictions in state and local laws. Given the large amount of research that is funded by the NIH or
that involves U.S. public universities or academic medical centers, the inability to rely on SCCs
has proved a major obstacle to transatlantic health research. 2°°

GDPR also restricts data transfers to international organizations involved in health research and
services. For example, the large scale and broad membership of many genomics projects mean
these “data controllers” count as an international organization under GDPR.?% Organizations such
as the European Molecular Biology Laboratory (which is headquartered in Heidelberg, Germany)
has legal standing as an intergovernmental organization, given it is a subject of, and governed by,
international law. Transfers of personal data to international organizations may be even more
difficult than to non-adequate third countries, given how difficult it is to assess the “adequacy” of
an international organization (e.g., How does an international institute provide available judicial
remedies?)?®” The EDPB is conscious of this challenge in approving more flexible alternative
“redress mechanisms” where SCCs are impossible, such as arbitration.?%® But again, this advice is
hardly clear and comprehensive, proving wholly inadequate as it relates to the many and varied
issues GDPR raises for international health research.

Transatlantic Health Data Sharing Benefits Everyone: But It Is Getting Harder, More
Costly, and More Complicated

Restrictions on the transatlantic transfer of data for health research would ultimately detract from
the potential to use that data for the greatest public good. Data localization and data sovereignty
would hurt everyone on both sides of the Atlantic, given it would inevitably lead to less health-
related innovation and poorer health outcomes.

As previously highlighted, GDPR already adversely affects global health research.?%® The European
Court of Justice’s (ECJ) decision in Schrems //is likely to make it even worse.?'® Furthermore, in
April 2020, as part of COVID-19 related guidance, the EDPB formally recognized COVID-19 as an
important public interest and said that addressing it may involve private firms and public bodies
transferring data to third countries. But, as to be expected, this is a very narrow and technical view
that does not lend itself to a broader, supportive framework that is needed for health data transfers
and research.?!!

The invalidation of the EU-U.S. Privacy Shield will affect hundreds of firms in the health and life
sciences sectors. It was an important complementary legal mechanism for many firms, especially
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SMEs and third-party vendors. As at October 2020, 293 firms—around 6 percent of all firms—in
the health care IT industry were certified under Privacy Shield.?'? Broken down by sector, this
involves 137 health IT firms, 90 biopharmaceutical firms, 56 medical device firms, and 36 health
care service firms.?!3

Meanwhile, SCCs for health data—even before Schrems //—are complicated and costly. For
example, a University College of London (UCL) European Institute and New Economics Foundation
study into the issue (in the context of U.K.-EU data flows) finds that the cost of drafting and
negotiating SCCs for medical research is vastly more expensive than for other sectors, costing
$68,000 to $136,000 for a data sharing agreement between a U.K. university and a U.S.
organization receiving data and tissue samples.?** Potential EDPB post-Schrems // changes to SCC
would likely only make them even more complicated and costly.

GDPR’s impact on transatlantic health research is made worse as individual EU member states are
also pursuing restrictive health data policies, which makes legal compliance for life sciences and
health firms that much harder and more complex. France’s recent efforts to create its own local
health data hub are indicative of the broader fragmentation (and digital protectionism) within the
EU.2!5 Creating its own health data hub was one of France’s major initiatives under its Al
strategy.2! In October 2020, the country’s highest court rejected efforts by the government and
others to force data to be transferred from Microsoft to a local provider due to concerns over U.S.
government surveillance. The judges noted that the case was purely hypothetical, that the data was
pseudonymized before it was added to the hub, and that in light of the COVID-19 pandemic, there
was an important public interest in allowing the continuous processing of health data as enabled
by the health data hub.?!’

These existing and new barriers to transatlantic health data transfers and research highlight the
critical need for broader political engagement and policy reforms by European policymakers.
Patients, life sciences researchers, manufacturers, and IT and health service providers need a
clear, predictable, and practical data protection and sharing framework. Instead, what they largely
have now is a restrictive, complex, and uncertain set of compliance requirements that impede their
ability to innovate and provide more and better health products and services. Health data is
obviously incredibly sensitive and deserving of detailed privacy and data protections. But data
protection, transfers, and innovation are not mutually exclusive. It is a matter of policymakers
developing clear and predictable frameworks for the collection, use, and sharing of personal health
data to provide a much better balance between privacy and innovation interests.

POLICY RECOMMENDATIONS

The key question is where do the United States and Europe go from here? The sectoral case
studies show the broad and significant role data flows play in transatlantic commerce. The
following recommendations provide ideas for how the two sides could build a better, stronger, and
broader transatlantic digital relationship.

Negotiate a New Privacy Shield

The EU and United States should initiate both short- and long-term initiatives to build a durable
and comprehensive data protection framework that manages the interests of individuals, firms, and
governments.
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EU policymakers should not pursue the issue through the singular lens of privacy or put their
hopes on the United States enacting GDPR-like data privacy to solve the issue. Any pursuit of data
privacy harmonization—which assumes that if only the United States and the rest of the world
enacted GDPR, everything would be fine—is unrealistic. To their credit, leading EU officials
involved in past EU-U.S. privacy negotiations have generally avoided this approach. But many
other European officials are more aligned with privacy fundamentalists (or those that use the issue
of privacy as a disguise for protectionism). The United States may well (and should) enact a
comprehensive data privacy bill, but it is unlikely any such law would address the underlying
issues regarding surveillance and government access to data. A comprehensive data privacy bill
would likely improve the context for transatlantic cooperation on digital issues, but cooperation
would still need to be based on pragmatism and the need to build mechanisms for sharing between
different regimes. Policymakers on both sides would be well served to remain firmly rooted in this
realization and the need to balance multiple interests and different data privacy and national
security systems.

Any pursuit of data privacy harmonization— which assumes that if only the United States and the rest of
the world enacted GDPR everything would be fine—is unrealistic.

Ultimately, the EU and United States need to negotiate a new Privacy Shield. Given the legal
uncertainty regarding many transfers (with Privacy Shield’s invalidation and the EDPB’s overly
strict guidance about transferring data to third countries such as the United states), ideally, the EU
would provide a short-term bridging mechanism. As this report shows, many firms and sectors have
relied on the ability to transfer personal data for critical economic and social purposes during
COVID-19. As the Biden administration takes its time to “get going,” legal uncertainty only
continues to grow, while court cases, EDPB guidance, and data protection authority (DPA)
decisions make transfers extremely difficult or even impossible. Even if such a new bridging
mechanism were time limited, it would be extremely useful in providing breathing room for the
administration to start addressing both the Privacy Shield and broader EU-U.S. digital issues.

Thankfully, the EU and the United States have pledged to work together in good faith to come up
with a successor to Privacy Shield.?!® Exactly what that successor agreement should look like—in
light of the Court of Justice of the European Union’s concerns—is hard to say. For example, the
ombudsperson established by Privacy Shield to hear complaints about unnecessary access to data
could be given greater independence, just as the United States has independent agencies across
its government. Any new agreement will be the product of negotiations, and inevitably will need to
balance the various interests involved, including national security.

Long term, the EU and United States could work toward legislation and a treaty agreement that
would codify some of their commitments, especially around government access to data and
restrictions around data localization. For example, legislation could address concerns that informal
guidance or even agency policies are not “established in law,” and therefore would not be as
effective as a statute or other binding legal instrument.?!°

In an ideal world, after building a new transatlantic data privacy framework, the United States and
Europe would work together with like-minded countries to develop a “Geneva Convention for Data”
to establish international rules for transparency, settle questions of jurisdiction, engender
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cooperation for better coordination of international law enforcement requests, and limit
unnecessary government access to data on citizens of other countries.??° This would also help
countries follow similar rules and procedures for cross-border law enforcement requests and
actions. And it would address the issues of localization and barriers to data flows, with parties
agreeing not to enact data localization (as this would undermine the central point of the
agreement).

EU Should Redouble Efforts to Build New Data Transfer Mechanisms Under GDPR

Firms are evaluating alternative transfer mechanisms to Privacy Shield and SCCs, but these
mechanisms are few, hardly comprehensive, and not readily accessible and applicable for many
firms.?2! The only truly comprehensive alternative for firms is to shift their data transfer activities
to countries with adequacy decisions, which are those whose legal regimes are deemed by the
European Commission to provide for an “adequate” level of personal data protection. However, the
countries with adequacy decisions is only a small and disparate group of 12 nations (mainly former
colonies). Binding corporate rules (BCRs) are among the few alternatives some (large) firms already
use to transfer EU personal data overseas, but they are only for intra-firm data transfers. While the
ECJ decision in Schrems // upheld SCCs as a valid transfer mechanism, it also added new
compliance requirements and exposed individual SCC-based transfer agreements to further legal
challenges. Likewise, BCRs may also face further legal challenges. EDPB guidance is likely to
make SCCs harder and more complex, if not impossible, to use to transfer EU personal data to the
United States.??2

The EU and its member states need to reconcile privacy with their other interests instead of letting
concerns about the former (largely driven by civil society advocates who privilege privacy concerns
over almost everything else) outweigh the latter (as every country inevitably does in balancing
human rights and economic, health, security, and other rights and interests). From an economic
and trade standpoint, the EU recognizes that digitization has transformed the global economy, and
the transfer of data, including personal data, across borders is part of the daily operations of
European companies of all sizes, across all sectors. It also recognizes that these commercial
exchanges rely on personal data flows, and protecting and exchanging personal data are not
mutually exclusive.??® It knows that greater compatibility between different data protection systems
facilitates international flows of personal data as part of global trade (and as part of cooperation
between governments, such as on law enforcement and surveillance).??* Yet, as this report shows,
GDPR does not provide a broad, varied, and accessible tool kit for firms to transfer personal data
out of the region.??® The European Commission and EU member states need to ensure that
Europe’s approach to privacy better reflects these broader aspirations and interests.

Obviously, the EU’s priority should be to negotiate a new Privacy Shield agreement and make SCCs
and BCRs clear, predictable, and accessible. However, in line with making GDPR truly accessible
and adaptable, the EU should also ramp up efforts to enact codes of conduct and certification
schemes to provide a broader, flexible set of legal tools for firms from different sectors to manage
data reasonably and responsibly under GDPR.?2¢ U.S. firms should have the opportunity to
participate in these discussions. Certifications are a voluntary mechanism for organizations to
validate their compliance with GDPR, while codes of conduct are created by stakeholders in
specific sectors (both public and private) to resolve data protection challenges, with assurance
from DPAs that the respective codes, and the monitoring thereof, are appropriate and compliant
with GDPR.??” Both tools allow firms to demonstrate compliance with GDPR. Indicative of the lack
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of progress toward developing alternative transfer mechanisms, the cloud sector (including
European, U.S., and other firms) developed and submitted a code of conduct to the EDPB years
ago, which still has not yet been approved.??®

The EU should ramp up efforts to enact codes of conduct and certification schemes to provide a broader,
flexible set of legal tools for firms from different sectors to manage data reasonably and responsibly
under GDPR.

There have been some discussions on potential codes of conduct for the market research, health
research, and clinical research services sectors, but they do not appear anywhere close to final.??°
In light of the life sciences case study of this report, one idea for specific attention is for EU and
U.S. stakeholders to work together to develop a certification for genomic data sharing. Concerns
about the ethical, technical, and administrative processes for genomic data could be addressed via
the development and use of new international standards. Such a certification could form part of a
broader effort to develop a code of conduct for genomic data sharing. Together, these two legal
mechanisms would provide legal certainty for all stakeholders, while still allowing them to use data
for innovation.2%°

Improve Transatlantic Law Enforcement Cooperation and Data Requests

The United States and EU should conclude negotiations to improve transatlantic access to
electronic evidence for law enforcement investigations. Just as both sides ultimately benefit from
the sharing of intelligence information that Schrems /and // affect, both benefit from the better
exchange of data for law enforcement purposes. Negotiations started in September 2019. An
agreement would complement and build upon the existing EU-U.S. Umbrella Agreement, the EU-
U.S. Passenger Name Records Agreement, and the Terrorist Finance Tracking Programme. These
agreements are indicative of the fact that the United States and EU have one of the most
sophisticated law enforcement relationships, one that provides a solid foundation of trust and
goodwill to address other data-related issues.?*! However, this cooperation and these agreements
cannot be taken for granted as they come under review following Schrems 11.2%?

Electronic evidence is needed in around 85 percent of criminal investigations; and in two-thirds of
EU investigations, there is a need to obtain evidence from online service providers based in other
jurisdictions.?®3 Given it is home to many leading Internet service providers, the United States
receives a growing number of requests from Europe and the rest of the world. For example,
requests to the principal online service providers increased 84 percent from 2013 to 2018.2%*

The United States and EU should conclude negotiations to improve transatlantic access to electronic
evidence for law enforcement investigations.

The problem is the current legal framework for managing law enforcement’s cross-border requests
for data is out of date and far too slow. A new agreement would improve law enforcement
investigations while accounting for privacy and other concerns. It would provide Internet service
providers with a clear legal framework to manage requests, and remove a motivation that some
policymakers elsewhere around the world have used to try to justify data localization (in terms of
facing issues with working through existing legal frameworks to access data stored overseas).
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Thankfully, both the United States and Europe recognize that they need to update their respective
legal frameworks, which is indicative of their ability to look past ongoing conflicts regarding
transatlantic data governance. In 2018, the U.S. Clarifying Overseas Use of Data (CLOUD) Act
came into force to do this. The United States can negotiate CLOUD Act agreements with other
countries to create updated frameworks to manage law enforcement requests for data. So far, it
has concluded an agreement with the United Kingdom and launched negotiations with Australia
and the European Union. Meanwhile, the EU’s e-Evidence initiative includes the mandate to
negotiate new agreements with the United States.?3® Whether an agreement is concluded under the
CLOUD Act or some other legal mechanism, it’s important that both sides address this issue as
part of building a broader, constructive transatlantic relationship.?%®

Build a Transatlantic Agenda Based on “Digital Realpolitik”

The EU and United States should build an agenda for pragmatic and practical cooperation on data
and digital policy issues—one based on “digital realpolitik” and not some one-sided push for a
harmonized approach that will never come. The European Commission’s recent call for a new EU-
U.S. Trade and Technology Council, including on data flows, cybersecurity, digital governance, and
a transatlantic Al agreement, is welcome.?®’ It reflects the fact that the United States and EU’s
long-standing science and technology cooperation needs a digital upgrade.?*® However, any such
agenda needs to be based on a mutually beneficial, constructive, and pragmatic agenda.

Too often in the past, such calls from Europe were based on the expectation that the United States
would simply do what the EU does. This is not the basis for genuine collaboration on bilateral,
regional, or global issues of mutual concern. The EU’s drive for harmonization to its approach to
data privacy and digital regulation is a roadblock to building global consensus around these issues,
as few countries would ever align their approaches precisely with Europe’s, and instead would
adapt privacy (and other digital policy) issues to their own system. However, countries can work
together to develop shared principles (based on shared values), with an overarching goal of
building broadly similar and interoperable approaches to digital regulations.?°

Transatlantic cooperation based on genuine shared values and “digital realpolitik” is needed now
more than ever. Europe and the United States have more in common than they may even care to
admit—even when it involves contentious issues—and their shared values stand in stark contrast
to those of authoritarian digital powers such as China and Russia. However, it will require both
sides to either back down, resolve, or relegate bilateral irritants in order to focus on shared
strategic concerns around data and technology and find new, emerging issues to work together on
to develop a coordinated response (before it becomes another potential point of conflict).

Europe and the United States have more in common than they may even care to admit—even when it
involves contentious issues—and their shared values stand in stark contrast to those of authoritarian
digital powers such as China and Russia.

If the EU and the United States want emerging global norms to reflect their many shared values,
they need to work together. Otherwise, fragmentation and protectionism will continue to undermine
any chance of these countries working together to create an open, rules-based, and innovation-
friendly global digital economy.

The EU and United States could work on a range of data and digital policy issues, such as:
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= How to develop mutually beneficial—and accessible—data sharing frameworks, including
for both public and private data. These frameworks could address various types of data,
including sensitive commercial data and sensitive government data, that may have high
value but be difficult to share under existing rules. In addition, this framework could
address interoperable mechanisms for allowing individuals to donate their data for public
benefit to both commercial and non-commercial entities. The EU and United States could
also work to establish common data pools and shared guidance on best practices for
responsible and ethical data collection, analysis, and sharing (as in the idea for genetic
data sharing).?%° Both sides could explore how to use data trusts and other data sharing
models to improve the quality (and quantity) of datasets. This type of cooperation is
important because advances in Al, especially machine learning, needs access to good data,
not just more data.?*!

= How to develop and apply the appropriate regulation of Al, such as via algorithmic
accountability, which is the principle that an algorithmic system should employ a variety of
controls to ensure the operator (i.e., the party responsible for deploying the algorithm) can
verify it acts in accordance with its intentions, as well as identify and rectify harmful
outcomes.?*? Consistent with the OECD Principles on Al, the two sides could discuss the
development and adoption of Al and how they could ensure their respective emerging
regulatory approaches are interoperable. In particular, this could address algorithmic
accountability in key sectors such as health care, banking, finance, and military
applications, where the increased use of algorithms and automation may require new types
of oversight. Similarly, joint efforts to provide feedback to industry on the responsible use
of Al in areas directly affecting individuals, such as employment, would ensure that the
companies developing and using the technology have an opportunity to receive the
important ideas and perspectives from both EU and U.S. stakeholders.

= How to develop interoperable electronic identity systems that allow for greater interaction,
security, and privacy online. As both the EU and the United States continue to explore new
electronic ID systems, in parallel with private sector initiatives to improve identification and
authentication technologies, it would be helpful to consider how joint efforts could help
establish a global, multilayered, interoperable system of electronic identification for
individuals, businesses, and devices. With a shared goal of increasing trust in the digital
economy, improving electronic identification is an important opportunity.

= Building pre-standardization cooperation for new and emerging technologies.?** Both the
United States and Europe recognize the critical role standards play in modern trade. As the
conflict over data privacy shows, identifying how to make existing standards and regulatory
systems compatible between different regimes is a legitimate, albeit complicated, process.
However, both sides could work together on pre-standardization cooperation on new and
emerging technologies so their respective firms have the advantage of basing their
technology on the same foundational, technical elements (in terms of terminology,
measurement methodology, and other technical processes) as another leading tech-driven
trading partner. All of this could be done well before standards are finalized and part of
regulatory systems that are much harder to change once enacted. Such transatlantic and
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global pre-standardization cooperation has proven useful for advanced material testing,
nanotechnology and nanomaterials, and health-related measurement.?*4

= Cooperating on standardization and conformity assessment issues related to data and
digital technologies. As part of broader efforts to counter China’s attempts to unduly
influence international standards, the United States and Europe need to ensure their
respective approaches are aligned and compatible.?*® Given the debate over standards is a
global one, it would be ideal if their respective approaches relied on global, industry-driven,
voluntary consensus standards to demonstrate conformity with new and emerging regulatory
requirements. Moreover, it will be important that emerging technologies are not banned
based on country of origin but rather only on specific and objective threats.

= Developing a coordinated strategy to counter China’s efforts to unduly influence
international standards setting for Al and digital policies in ways that are either
discriminatory (from a trade perspective) or based on social and political values that are at
odds with democratic values and human rights. Standards are a key tool in the global race
for innovation and trade advantage in new and emerging technologies, whether it's 5G, Al,
data privacy, facial recognition, advanced manufacturing, digital finance, or
other sectors.?%®
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= Cooperating and coordinating investment screening and export controls, as they
increasingly relate to data and digital technologies.?*” Changes to export control and foreign
investment screening laws in the United States, the European Union, and elsewhere over
the last few years have increasingly addressed concerns about data and digital
technologies. The United States, the EU, and individual EU member states should work
together to share experiences and best practices to ensure that their respective approaches
are broadly aligned.

CONCLUSION

This latest data transfer crisis will likely prove decisive in determining whether the transatlantic
digital relationship will survive and thrive or be further undermined and diminished. Whether the
United States and Europe can work together to rebuild the transatlantic relationship holds much
broader implications. Severing transatlantic digital engagement and cooperation would accelerate
the fragmenting of the global digital economy, as it would reflect a fundamental fracture between
two key players, which would only help China. Forward-looking policymakers on both sides of the
Atlantic need to recognize this and redouble efforts to build a better, stronger, and broader
transatlantic digital relationship.
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