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Federal legislation mirroring key provisions of privacy laws in Europe or
California could cost the U.S. economy about $122 billion per year.

KEY TAKEAWAYS

= Federal legislation mirroring key provisions of the European Union’s General Data
Protection Regulation or the California Consumer Protection Act could cost the U.S.
economy approximately $122 billion per year, or $483 per U.S. adult.

= A more focused, but still effective national data privacy law would cost approximately
$6 billion per year—around 95 percent less than an EU-style law.

= Overly restrictive privacy rules for the digital economy will increase prices, reduce free
access to products and services, and hinder innovation in ways that harm businesses
and consumers.

= Congress should enact a targeted federal law to protect consumers, reduce uncertainty
and compliance costs for covered organizations, and prevent states from creating a
costlier thicket of conflicting laws.
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INTRODUCTION

Congress is rightly considering substantial reforms to federal data privacy law. In particular, there
is a pressing need to preempt states from subjecting organizations to multiple, conflicting
privacy rules. The debate now is not over whether to pass new legislation, but how to design such
a law to both protect consumers and encourage continued innovation. Congress must decide
whether to model its legislation on the European Union’s new data protection law, the General
Data Protection Regulation (GDPR), which has imposed significant costs and undermined
innovation in the region, or to stay closer to the light-touch approach that has allowed the U.S.
digital economy to flourish. This decision will have profound implications for the U.S. economy,
as the costs of data privacy laws can be significant. Unfortunately, many proponents of
European-style data protection regulations ignore these costs, or even suggest—without
convincing evidence—that such legislation would be a net benefit to the U.S. economy.!

As Congress crafts a new data privacy law, it should understand how decisions about

which provisions to include can impact both the direct and indirect costs on businesses

and consumers.

The Information Technology and Innovation Foundation (ITIF) estimates that if Congress were to
pass legislation that mirrors many of the key provisions in the GDPR or the California Consumer
Protection Act (CCPA), it could cost the U.S. economy approximately $122 billion, or $483 per
U.S. adult, per year, which is more than 50 percent of what Americans spend on their electric
bills each year.? In contrast, if Congress passed a more targeted set of privacy protections, it
could still boost consumer protection, but reduce costs by 95 percent to approximately $6.5
billion per year.

The costs of regulations can be significant, and are justifiable only when their benefits both
outweigh their costs and are achieved in the most cost-effective way. Neither of these are true
with regard to the kind of overly restrictive data protection law many privacy advocates have
demanded. And even more importantly, Congress can significantly improve data protection for
Americans at a fraction of the cost by passing comprehensive data privacy legislation that
focuses on a targeted set of reforms. This decision should be easy for lawmakers.

This report evaluates two types of costs associated with a federal data privacy law: compliance
costs and market inefficiencies. Compliance costs include personnel companies must hire and
capital costs they incur related to new regulations. We analyzed the compliance costs associated
with oversight mandates, such as requirements for data protection officers and privacy audits;
obligations on organizations to provide certain administrative services and functions to data
subjects, such as requirements for data access, portability, deletion, and correction; the impact
on productivity for Americans receiving more privacy notices; and duplicative costs associated
with an overzealous enforcement regime.

Market inefficiencies are indirect costs that impact organizations by restricting productivity and
economic value, including among organizations trying to innovate. For example, there is clear
evidence that the ability to effectively analyze data generates economic benefits, while poorly
designed privacy laws tend to reduce this economic value.® We analyzed the inefficiencies
associated with reduced access to data and lower advertising effectiveness.

INFORMATION TECHNOLOGY & INNOVATION FOUNDATION | AUGUST 2019 PAGE 1



Finally, Congress should understand that inaction also has costs, especially as many states are
considering enacting their own rules, which could be even more costly than overly restrictive
federal legislation because of the inefficiency of having no national standard.

Figure 1: Estimate of costs associated with unnecessarily stringent federal data privacy law

Description Cost
Data Protection Officers $6,370 M
Privacy Audits $440 M
Data Infrastructure $5,380 M
Data Access $340 M
Data Portability $510 M
Data Deletion $780 M
Data Rectification $190 M
Duplicative Enforcement $2,710 M
Lower Consumer Efficiency $1,870 M
Less Access to Data $71,000 M
Lower Ad Effectiveness $32,900 M
Total $122,490 M

The United States has multiple federal and state laws that regulate data protection, often
focusing on particular sectors or types of data, with multiple regulatory authorities responsible for
oversight.* However, following the enactment of the GDPR in the EU, a growing chorus of voices
is calling for new data privacy laws in the United States.® California has already passed the
CCPA, and as of June 2019, at least 27 other states have also introduced bills related to data
privacy.® Now Congress is set to act, too.’

Crafting federal data privacy legislation requires a thorough understanding of the direct and
indirect implications of various data protection policies. Policymakers who ignore the complexity
of complying with data privacy laws or the hidden costs of these regulations risk creating rules
that not only lead to significant compliance costs consumers ultimately will bear, but also
undermine the digital economy by restricting the overall digital ecosystem and the benefits it
provides Americans.® For example, the CCPA was rushed into law to head off a worse proposal,
leaving legislators, businesses, and consumers without a full understanding of the costs
associated with it.° CCPA applies to all businesses that have at least $25 million in annual
revenue, possess the personal data of over 50,000 consumers, or earn half their revenue from
activities related to using personal data.!'® Indeed, lawmakers may not have realized how
expansive this definition is: It covers businesses that handle as few as 127 transactions or
website visits a day, a trivial number for many businesses.

The costs of the GDPR are much larger. The International Association of Privacy Professionals
(IAPP) estimated in 2017 that the Global Fortune 500 alone would spend $7.8 billion in
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compliance costs for the GDPR.!! Another survey of U.S. companies with more than 500
employees found that 68 percent planned to spend between $1 million and $10 million to meet
GDPR'’s requirements.!? The study found another 9 percent of businesses planned to spend more
than $10 million—with over 19,000 U.S. firms having more than 500 employees, total GDPR
compliance costs for this group alone could reach $17 billion.!3 Existing U.S. data privacy laws
have also proven costly. For example, the Department of Health and Human Services estimated
the costs of implementing the privacy portion of the Health Insurance Portability and
Accountability Act of 1996 (HIPAA), the federal privacy law for health data, would cost $17.6
billion to implement over the first 10 years—although future rule changes would increase these
costs.* Even relatively minor provisions of privacy laws can quickly add up. For example, the
Consumer Financial Protection Bureau estimates that the cost of providing the annual privacy
notices associated with the Gramm-Leach-Bliley Act (GLBA) is $12.2 million.*® To be sure, the
cost estimates from these regulatory agencies are likely lower than actual costs borne by covered
entities enacting the rules, and do not include downstream inefficiencies in the economy that
may result from decreased use of data. Unfortunately, many of those advocating for new data
privacy laws either ignore the costs of new regulations, falsely claim all costs will simply come
out of corporate profits (as if that were a justification for the high costs), or wrongly assume
greater digital adoption from the law will outweigh the costs.!®

Congress can and should do better. If the only goal of data privacy legislation were to increase
consumer privacy, then Congress could ignore costs. But the goal of any social or economic
regulation, including data privacy legislation, is to maximize consumer welfare, of which privacy
is just one component. Maximizing consumer welfare requires accounting for costs, because
expensive rules increase prices (or reduce free access to products and services) and hinder the
development of improved products and services. Federal data privacy legislation should not be a
hidden tax on consumers.

METHODOLOGY

This report highlights two major categories of costs associated with a poorly designed federal
privacy regulation—compliance costs and market inefficiencies—and describes several different
types of regulations that incur these costs. Due to a lack of specific data and studies, some
estimates are merely back-of-the-envelope attempts to predict difficult-to-measure elements of
regulatory compliance. Moreover, this list of costs is not exhaustive, as the impact of certain
effects, such as generating uncertainty for organizations, is harder to estimate. Each of our
estimates for compliance costs—which we intentionally kept conservative—assumes the costs
were new and companies were not already hiring labor or building infrastructure to tackle these
problems.!” Each section explores the metrics we assessed in order to reach our conclusions.

Importantly, we attempted to measure these costs and inefficiencies for all types of non-
governmental organizations that could be impacted by regulatory compliance, including both for-
profit and nonprofit entities. While some privacy laws, such as the CCPA, have excluded
nonprofit entities or limited exposure for small businesses, other laws, such as the GDPR, have
included every type of organization that handles personal information. It is still to be determined
whether a federal privacy law in the United States will carve out exemptions for specific entities
or businesses. Indeed, while some proposals have targeted certain entities with exact thresholds
for their number of consumers or amount of revenue, such as Sen. Ron Wyden's (D-OR)
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Consumer Data Protection Act, others, such as Sen. Marsha Blackburn’s (R-TN) BROWSER Act,
are broadly drafted so as to cover every type of service offered over the Internet.'® Therefore, we
assessed costs for all types of entities and attempted to break them down for specific entities to
provide as much utility in these estimates as we could, with topline estimates including costs to
both for-profit and nonprofit entities. Finally, while related to regulatory costs on organizations,
we estimated direct costs for U.S. consumers in the form of excess time spent addressing the
new regulations (e.g., privacy notices).

Moreover, these estimates do not consider the costs associated with different jurisdictions
creating conflicting standards for data privacy. For example, if Maine and California require
different standards for obtaining consent or providing data portability, an organization operating
in both would be subject to higher costs than if the two states had identical privacy regimes. As
such, if a federal privacy bill fails to preempt states from creating a regulatory patchwork, costs
will be even higher than the estimates within this report.

COMPLIANCE COSTS

When companies are required to devote resources to regulatory compliance, they usually either
reduce investment in improving existing products and services or developing new ones, or pass at
least a portion of the costs on to consumers, depending on the competitive nature and price
elasticity of each market. If the United States were to pass stringent federal privacy legislation,
U.S. organizations and consumers would spend up to $18 hillion annually in compliance costs. These
costs would increase if both the federal data protection law did not fully preempt state and local
legislation, and organizations of all sizes had to comply with all federal requirements. This cost is
hard to estimate and would change depending on the number of state laws and provisions
included therein. But because the provisions would be in addition to new federal rules, they
would increase compliance costs.

This report analyzes compliance costs associated with several components of data privacy
legislation: data protection officers; privacy audits, improving data quality to facilitate subject
requests, costs associated with four types of potential user rights (access, data portability,
deletion requests, and data correction—also called data rectification), the costs of increased
legal risk and duplicative enforcement, and productivity costs for consumers as a result of pop-
up consent notices.

Data Protection Officers

Some data privacy laws require organizations to designate a data protection officer to be
responsible for compliance. These laws create direct costs either by requiring organizations to
hire additional personnel to handle consumer privacy requests, system upkeep, and regulatory
compliance, or by requiring existing personnel to divert their time from other activities.

The cost of requiring data protection officers for all U.S. organizations that handle personal data would
be roughly $6.4 hillion annually.

The GDPR requires organizations to have a data protection officer or other accountable individual
to guarantee compliance with the law. It covers businesses of all sizes and all sectors, as virtually
all firms collect personal data, such as data about their employees, customers, and visitors to
their website. Depending on the scope and definition of the covered entities, a potential federal
privacy law could impact a significant portion of organizations in the United States. Some
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organizations may hire consultants to help manage their requirements under the law. Others,
especially those with many complex systems that handle personal data, may hire several internal
data protection officers to solely handle compliance. Some, especially those with a small amount
of personal information, may simple delegate the task to current employees.

We accounted for this variation in employment in two ways. First, we tried to ascertain the likely
number of for-profit and nonprofit organizations that would need to hire data protection officers.
To estimate this, we used accountants and bookkeepers as a benchmark. Only 22 percent of
small businesses employed a full or part-time accountant or consultant in 2018.° To keep our
estimates conservative, we discounted this number by over half based on the fact that not every
company needs a data protection officer. Therefore, we estimate that at least 10 percent of small
businesses (fewer than 20 employees) would be required to hire data protection officers.
Medium-sized and large businesses are much more likely to hire accountants, whether
consultants or in-house personnel, to handle their increasingly complex financial systems.?° With
regard to privacy compliance, the larger the organization the more likely they are to need
individuals to help with data protection compliance. Therefore, we estimate at least 25 percent
of medium-sized businesses (20 to 500 employees) and 50 percent of large businesses (more
than 500 employees) are likely to hire these personnel.?! Finally, nonprofits will also need to hire
data protection officers in order to fulfill their requirements under the law. We estimate that
nonprofits will hire full-time data protection officers or part-time consultants at roughly the same
rate as small businesses. Therefore, at least 10 percent of nonprofits could be required to make
these additional hires.

Second, we estimated how many data protection officers each business would be likely to
actually hire, once again using accounting and bookkeeping as a metric. A survey by the Institute
of Certified Bookkeepers found that half of the respondents had fewer than 20 clients.?? We used
this as the metric for the number of small businesses a data protection officer could serve, and
concluded small businesses will need to hire the services of 0.05 data protection officers, which
represents 1 data privacy officer for every 20 businesses. Again, medium-sized and large
businesses would be more likely to hire both bookkeepers (or accountants) and data protection
officers. Therefore medium-sized businesses would need to hire the services of 0.1 data
protection officers, or 1 officer for every 10 businesses, and large businesses would likely need
to hire 1 data protection officer each. Here again, nonprofits would hire data protection officers
at the same rate as small businesses, or roughly 0.05 data protection officers per nonprofit.
These are average, conservative estimates per organization based on the above assumptions, and
may significantly change depending on the scope of the law (or laws).

Given there are roughly 5,300,000 small businesses, 616,000 medium-sized businesses, and
19,000 large businesses in the United States, federal legislation could result in U.S. companies
needing to hire the equivalent of roughly 51,000 data protection officers.?® In addition,
according to the National Center for Charitable Statistics, there are roughly 1.56 million
nonprofit organizations registered in the United States.?* By the metrics discussed above,

U.S. nonprofits would need to hire the equivalent of roughly an additional 8,000 data

protection officers.

For the cost of these for-profit and nonprofit employees, we used the average annual salary of
privacy officers in the United States as reported by Glassdoor.?® This figure is $77,000 per year.
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In addition to salary, there are overhead costs. For example, businesses pay for benefits,
overhead, fringe costs, taxes, administrative costs, and physical space to support new hires.

We used government contractors as a benchmark because they must account for these costs and
submit to transparency reporting and audits, using a multiplier called a “wrap rate.”?® According
to a 2017 survey of government contractors, the range of wrap rate multipliers for costs
associated with having workers at government locations is between 1.4 and 2.3.2” We used the
lower end of the range of these wrap rates to ensure our estimate was conservative, selecting a
multiplier of 1.4 to account for overhead labor costs. Therefore, each new data protection officer
would cost an organization an average of $108,000 per year, and likely cost U.S. businesses and
nonprofits roughly $6.4 billion annually.

Figure 2: Costs associated with hiring privacy personnel

Type of Organization # of DPOs $ per DPO Cost
Small businesses 26,000 $108,000 $2,810 M
Medium-sized businesses 15,000 $108,000 $1,620 M
Large businesses 10,000 $108,000 $1,080 M
Nonprofits 8,000 $108,000 $860 M
Total $6,370 M

Privacy Audits

Some privacy laws require organizations to submit to periodic compliance audits, administered
by either their organization or a third party. For example, the GDPR requires organizations to
demonstrate compliance by participating in periodic audits—and even direct inspections—by
data protection authorities.?® While exact audit numbers under the GDPR do not exist, the
majority of GDPR-covered organizations expected to be subject to a compliance audit before it
went into effect.?® Data protection authorities have released certain audit details post-
enforcement. For example, the Swedish DPO reviewed 350 companies and authorities as part of
its first wave of audits in October 2018.3° Similarly, HIPAA requires its covered entities and their
business associates to meet selected standards and implementation specifications, which they
must periodically prove through comprehensive privacy and security audits.®! Several proposed
federal privacy bills also incorporate such an audit provision.*? Privacy audits are not usually
required on a set timeframe, but rather are at the discretion of the organizations.

The cost of requiring privacy audits for all U.S. organizations that handle personal data would be
roughly $440 million.

Audit requirements will likely affect different types of businesses in different ways, based on the
types of data they collect and the protections required in the law. Audits will likely be required,
for example, after a data breach, series of complaints, or random inquiry from a regulator. Only
0.5 percent of organizations annually will likely need to do a full audit.®® To estimate this cost,
we used HIPAA compliance as a benchmark. According to the health care compliance company
Datica, a full HIPAA audit costs between $30,000 and $60,000 for both employee and direct
costs.3* And to ensure a conservative estimate, we calculated small businesses and nonprofits

INFORMATION TECHNOLOGY & INNOVATION FOUNDATION | AUGUST 2019 PAGE 6



will spend $10,000 per audit, while medium-sized companies will spend the lower end of
HIPAA’s full audit cost thresholds ($30,000), and large companies the higher end of HIPAA's
full audit cost thresholds ($60,000).

Figure 3: Costs associated with privacy audits

Type of Organization # of Audits $ per Audit Cost
Small businesses 26,000 $10,000 $260 M
Medium-sized businesses 3,000 $30,000 $90 M
Large businesses 100 $60,000 $6 M
Nonprofits 8,000 $10,000 $80 M
Total $440 M

Right to Access, Deletion, Data Portabhility, and Rectification

Privacy laws often give users a set of rights. These rights can include the right to access personal
data stored by an organization, port that data to other services, delete that data, and make
corrections to that data.

Privacy rights that allow users to make a direct request from a company will come with three
types of costs. First, companies will need to build and maintain data infrastructure they can
easily query in order to store, find, and update the requested personal information. The
compliance costs associated with creating this data infrastructure include initial development
and deployment costs and maintenance costs. Costs associated with this category occur no
matter which rights a privacy law creates, but are not compounded for each set of rights. For
example, if a privacy law creates both a right of access and a right of deletion, organizations will
only need to build the data infrastructure once in order to comply with both types of requests.

Second, businesses will need to create a mechanism to verify and authenticate users are who
they say they are. Authentication is important. Without proper authentication protocols, privacy
laws that enable users to access their data, delete it, or port it to other services can actually
increase the “attack surface” of personal data by enabling additional access points for bad actors
to exploit.®® For example, a malicious actor could hack into a user’s Spotify account that uses
Europe right-of-access privacy rights to request a file with all of the account holder’s data.®®
Authentication tools can be as simple as a user name and password for online services that
already have the infrastructure, or as complex as third-party authentication services that utilize
government identification to establish identity. The costs are smaller for the former and larger for
the latter, but both can be quite significant for businesses. One report from the Fido alliance
found that businesses that authenticate their customers spend an average of $307,000 annually
on authentication costs.3’

Finally, each of these rights will come with processing costs, which vary based on the specific
request. Most of these requests will likely come through digital portals, although because of a
lack of digital literacy and access to Internet service, businesses will still need to receive and
process some requests over the phone, by mail, or in person. This type of human processing can
increase costs significantly. Indeed, a 2014 report found that between 20 and 50 percent of all
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help desk calls were for authentication problems (e.g., password resets)—the average labor cost
of which was about $70 in 2014.38

The following will attempt to establish an average for each estimate.

The total cost of providing a right to access, deletion, data portability, and rectification will be
$7.2 hillion.

Update and Maintain Data Infrastructure

While collecting and storing data may be getting cheaper, creating and maintaining high-quality
data still can be costly.** Companies may have databases that can neither communicate with
one another nor collect data that is improperly formatted, lacks metadata, or is incorrect or
incomplete. In a survey of 75 companies, only 3 percent had data that met basic

quality standards.*°

To ensure data quality, previously collected personal information that exists on an organization’s
servers must be properly coded to track personal information, while new inputs must be in the
proper format. Ensuring data quality and searchability within organizations’ infrastructures will
require employees—data analysts, database administrators, and engineers—to ensure fulfillment.
These costs will likely be different for start-ups and newer businesses, which can build the
necessary systems from the outset, as opposed to businesses that will need to update legacy
systems in order to be compliant.

The cost of updating and maintaining data infrastructure for all U.S. companies that handle personal
data would be roughly $5.4 billion.

To ensure organizations are able to track, access, correct, and delete personal data in their
systems, they will need to hire data analysts or database administrators to build and maintain
data infrastructure. Given data scientists typically spend 80 percent of their time cleaning and
preparing data to make it usable, it is likely many companies will need to hire staff whose
primary goal will be to maintain data quality.*! Some companies may also hire consultants to
help manage their requirements under the law. Others, especially those with complex
management systems that handle personal data, may hire several data analysts to clean up and
maintain their data infrastructure. The distinction between small and large businesses is less
relevant for digital businesses with few employees that serve large numbers of customers.

We used the same metrics for small businesses as nonprofits, using accounting as a baseline for
our estimate for small businesses, and then scaling that estimate for medium-sized and large
businesses. However, because larger-scale organizations are more likely to facilitate user
requests, we increased our estimates slightly for medium-sized and larger businesses with
respect to data analysts. Therefore, conservatively, we believe 10 percent of small businesses
and nonprofits, 25 percent of medium-sized businesses, and 50 percent of large businesses
would need to hire data analysts or database administrators to maintain data quality. While many
of these organizations will have direct hires to manage their data infrastructure, some may hire
outside firms to do so. We predict small businesses falling within this category will need to hire
an average of 0.05 personnel, medium-sized businesses will need to hire the services of an
average of 0.1 new workers, and large businesses will need to hire an average of 1 worker. This
represents the equivalent of 1 database analyst or database manager for every 20 small
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businesses and nonprofits, 1 for every 10 medium-sized businesses, and 1 for every large
business, respectively—the same ratios we used for data protection officers.

According to Glassdoor, the median salary of an entry-level data analyst or database
administrator is roughly $65,000.%? To account for overhead costs, we used the multiplier of 1.4
(discussed in detail in the section on data protection officers), for a per-worker cost of $91,000.
With 51,000 businesses and 8,000 nonprofits needing to hire personnel to clean their data, the
costs associated with updating and maintaining data infrastructure will be $5.4 billion.

Figure 4: Costs associated with updating and maintaining data infrastructure

Type of Organization # of DAs $ per DA Cost
Small businesses 26,000 $91,000 $2,370 M
Medium-sized businesses 15,000 $91,000 $1,370 M
Large businesses 10,000 $91,000 $910 M
Nonprofits 8,000 $91,000 $730 M
Total $5,380 M

Importantly, it is likely the labor market for data professionals is insufficient to provide the
number of these positions needed to fulfil this requirement across the United States, so
organizations may pay a premium.

Some privacy laws require organizations to provide individuals, on request, a copy of their
personal data and other supplementary information. These provisions, called the “rights of
access,” typically state whether organizations may charge for this access, and how long they have
to respond to requests. For example, the GDPR and CCPA both create subject access rights free
of charge—and several proposed federal bills have sought to create these rights for individuals
requesting their information from certain entities in the United States.**

The cost of unbounded access requirements for all U.S. organizations that handle personal data would
be $340 million annually.

User access requests will depend on the type of organization and the number of users it serves.
Since the GDPR went into effect, patients have made roughly 140 requests per doctor
annually.** Large financial services companies, on the other hand, receive as many as 11 million
requests per year as a result of European regulations.*® Some individuals may even “weaponize”
access requests to intentionally raise compliance costs for the companies involved.*® Therefore,
the number of requests an organization receives can vary wildly based on the amount of
information it processes, the number of individuals it serves, the utility of the data, and

other factors.

To ascertain how many access requests companies might receive under a federal law, we first
estimated the number of online accounts the average U.S. adult holds. The United States has
238 million Internet users over the age of 14, and the average U.S. Internet user has 130 online
accounts.*” Therefore, U.S. consumers have roughly 31 billion online accounts. Some of these
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accounts are for services that are much more likely to elicit access requests, such as banking,
credit cards, health care, utilities, social media, and email. Therefore, we assume only a small
fraction of these accounts (5 percent, or 1.5 billion accounts) will involve these high-impact
online services.*® We conservatively conclude 25 percent of U.S. consumers will make access
requests for these accounts based on the fact that, in 2018, 38 percent of U.S. consumers
reported obtaining their credit report sometime during the previous year.*® Using these figures,
we predict high-impact online activities will receive roughly 387 million requests each year.

We put all other online accounts, such as entertainment sites and retailers, into the category of
“low-impact online activities,” which equals roughly 29 billion online accounts. We expect these
services to receive significantly fewer requests (only 1 percent, or roughly 294 million requests).
Based on these assumptions, we believe U.S. organizations would receive roughly 681 million
access requests each year, or an average of 2.7 per U.S. adult.

Once an organization’s systems are optimized for searchability and to handle requests, there are
two primary costs associated with providing access to records: user authentication costs and
processing costs. First, authentication costs can be very high for businesses. For example, one
third-party digital identification company lists basic authentication services (not including
multifactor authentication) as $2 per user per month, while another lists these fees as $0.27 per
user per year.®® To keep our estimate conservative, we used authentication costs to be $0.25 per
record for each request. Given 681 million requests, we calculated the annual costs associated
with verifying users as $170 million.

Processing costs are those associated with complying with user requests to process data for
individuals. We used costs associated with providing free credit reports and scores, due to
requirements in the Fair and Accurate Credit Transactions Act, as a benchmark. Credit reporting
agencies in the United States charge consumers roughly $2.50 to $8 for a single set of
records.%! Similarly, for credit score reporting—which is less demanding than most right-of-
access proposals—one credit bureau estimated FICO-score acquisition costs of between $0.05
and $0.15 per score.%? Given these estimates, it is reasonable to assume a comparative figure for
the costs associated with providing users with similar access to data is roughly $0.25 per
request. Therefore, we estimated the processing costs of unbounded access requirements to be
$170 million annually. Importantly, this figure does not consider maintenance or upkeep costs
for these systems.

Therefore, the total cost of subject access requests would be $340 million.

Figure 5: Costs associated with data access requirements

Description # of Requests $ per Request Cost
Verification 680 M $0.25 $170 M
Processing 680 M $0.25 $170 M
Total $340 M

Some of the costs associated with providing access to users can be mitigated by allowing
organizations to recover reasonable cost for processing requests. This would enable them to
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recoup some costs and deter users from launching excessive requests for data that is of
limited utility.

Data Portability

Data portability is a specific type of right of access that requires organizations to provide
consumers with a copy of their data in a machine-readable format. One goal of data portability
provisions is to allow consumers to both obtain a copy of their personal information as well as
provide their personal information to a competing service. Several privacy laws, including the
GDPR and HIPAA, include data portability requirements. According to IAPP, data portability
ranks among the most difficult compliance obligations for privacy laws.%?

Data portability requires organizations to provide data in a standard format, through either a
direct download or an open application programming interface (APl)—a set of functions and
procedures developers can use to access the features or data of an operating system, application,
or other service. In this case, APls enable third parties to access consumer information directly
from a service when users request their data be ported to that third party.>*

The cost of data portability requirements for all U.S. organizations that handle personal data would be
roughly $510 million.

Similar to the access request estimate, we estimate that a certain threshold of online accounts
will be in high-impact online activities that are more likely to elicit data portability requests (e.g.,
online banking, credit cards, utilities, email, etc.). We assume only a small fraction of these
accounts (5 percent, or 1.5 billion) will involve these high-impact online services.®® We
conservatively conclude that 25 percent of U.S. consumers will make access requests for high-
impact accounts based on the fact that, in 2018, 38 percent of U.S. consumers reported
obtaining their credit score sometime during the previous year.*® Using these metrics, we predict
high-impact online activities will receive roughly 387 million data portability requests each year.

We put all other online accounts, such as entertainment sites and retailers, into the category of
“low-impact online activities,” which equals roughly 29 billion online accounts. We expect these
services to receive significantly fewer requests (only 1 percent, or roughly 294 million requests).
Based on these assumptions, we believe U.S. organizations would receive roughly 681 million
data portability requests each year, or an average of 2.7 per U.S. adult.

There are two primary costs associated with organizations providing data portability: user
authentication costs and processing costs. We predict authentication costs will average $0.25
per record per request. Given 681 million requests, the costs associated with verifying users
would be $170 million annually.

Processing costs are per-request costs associated with complying with user requests to process
data for individuals. These costs differ widely based on the needs of any particular business. For
example, an organization with 100 requests per week may need to set up a specialized platform
for users by providing data in a standard format, either through a direct download or through an
open API. This would create additional costs. One 2014 study from the United Kingdom’s Open
Data Institute, which focuses on open banking regulations in the United Kingdom, found that
costs tended to be “below £1m, and tended to cluster in the low-to-mid hundreds of thousands
[of pounds per bank].”®” On the other hand, a business that receives a single request each month
may choose to handle them over the phone, with higher costs per request but negligible costs
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overall. To keep our estimate conservative, we calculated average processing data portability
requests will cost roughly $0.50 each. Given 681 million requests, we estimate the costs
associated with verifying users as $340 million annually

Therefore, the costs associated with organizations with personal data creating data portability
requirements could be a roughly $510 million annually in the United States.

Figure 6: Costs associated with data portability requirements

Description # of Requests $ per Request Cost
Verification 680 M $0.25 $170 M
Processing 680 M $0.50 $340 M
Total $510 M

Moreover, similar to access requirements, some of the costs associated with data portability can
easily be mitigated by allowing organizations to charge small amounts for processing requests,
particularly those related to large, old, complex, and non-digitized data sets.

Data Deletion

The right to deletion requires data controllers to, on request by data subjects, delete data. Some
laws obligate organizations to irrevocably delete the information, while others allow for the data
to be recovered by the data controller. For example, the GDPR gives users the right to delete
their information.*® Similarly, the CCPA gives consumers the right to delete any personal
information a provider has collected.®

The cost of data deletion requirements for all U.S. organizations that handle personal data would bhe
roughly $780 million each year.

We do not believe certain industries or applications will illicit deletion requests higher than other
industries. Therefore, online accounts represent those of nonprofits, small businesses, medium-
sized businesses, and large businesses of all levels of impact. To establish how many of these
accounts users will delete each year (out of 31 billion), we looked to surveys of start-ups that
self-reported customer churn rates (i.e., the rates of attrition of customers from services). One
survey found that 44 percent of companies had churn rates of between 3 and 7 percent, while
30 percent reported churn rates of over 15 percent.®® To ensure our estimate was conservative,
we used an annual churn rate of 5 percent. Given these assumptions, U.S. consumers will delete
roughly 1.5 billion accounts, or roughly 6.1 requests per U.S. adult, annually.

There are two primary costs associated with organizations deleting data: user authentication
costs and processing costs. We predict authentication costs will average $0.25 per record per
request. Processing costs are per-request costs associated with complying with user requests to
delete data for individuals. Once organizations become able to maintain high-quality data and
create a process for deleting that data, the processing costs will be negligible for data deletion
requirements. However, there are also processing costs associated with creating and maintaining
a functional mechanism to delete information after it has been located. To keep our estimate
conservative, we calculated that, on average, setting up a means of facilitating data portability
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requests will cost roughly $0.25 each. Given 1.5 billion requests, both the authentication and
processing costs associated with deletion requests will be $390 million each annually.

Therefore, we estimate that the cost associated with organizations with personal data creating
data deletion requirements could be a roughly $780 million annually in the United States.

Figure 7: Costs associated with data deletion requirements

Description # of Requests $ per Request Cost
Verification 1,550 M $0.25 $390 M
Processing 1,550 M $0.25 $390 M
Total $780 M

Data Rectification

The right to rectification requires organizations to, on request, correct information in their
databases that is inaccurate. Several privacy laws enable users to correct information, including
the GDPR and the Family Education Rights and Privacy Act, which regulates privacy protections
for education data in the United States.®! Similarly, credit laws often allow users to correct errors
in their credit histories in order to help them avoid harms that would result from erroneous credit
information.

The cost of rectification requirements for all U.S. organizations that handle personal data would be
roughly $190 million.

We believe a certain threshold of online accounts will be in high-impact online activities that are
more likely to elicit rectification requests (e.g., online banking, credit cards, utilities, email,
etc.). We assume only a small fraction of these accounts (5 percent, or 1.5 billion accounts) will
involve these high-impact online services. We conclude that users of high-impact services will
only exercise their right to rectification on 8 percent of the accounts based on an equivalent
percentage of U.S. consumers seeking to correct their credit reports.®? Using these metrics, we
believe high-impact online activities will receive roughly 123 million correction requests each
year.

We put all other online accounts into the category of “low-impact online activities.” These
services are significantly less likely to receive such requests. We assume only users of low-impact
services will seek to correct data on 0.1 percent of these accounts based a similar percentage of
European Internet users exercising their right to be forgotten with Google.®® This comes to
roughly 29 million requests. Given these assumptions, U.S. businesses will receive roughly 150
million correction requests, or roughly 0.6 requests per U.S. adult, each year.

There are two primary costs associated with organizations enabling users to correct data: user
authentication costs and processing costs. We predict authentication costs will average $0.25
per record per request. Given 150 million requests, we estimate the costs associated with
verifying users as $40 million annually.

Processing costs are per-request costs associated with complying with user requests to correct
data for individuals. Unlike access, data portability, and deletion requests, it is more difficult to
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create mechanisms to automatically fulfill correction requests. Moreover, there are processing
costs associated with creating and maintaining a functional mechanism to correct information
after it has been located. Organizations that receive more requests each month may need to
create a dedicated portal for users to easily access and update their information, while
organizations that receive negligible requests may choose other avenues for fulfilment, such as
handling those requests over the phone. Therefore, we calculate the average cost associated with
rectification requests will be roughly $1 each, for a total of $150 million annually.

The cost of ensuring all businesses with personal data create data deletion requirements could
be a roughly $190 million annually in the United States.

Figure 8: Costs associated with data rectification requirements

Description # of Requests $ per Request Cost
Verification 150 M $0.25 $40 M
Processing 150 M $1.00 $150 M
Total $190 M

Costs of Duplicative and Frivolous Enforcement

Enforcement is important because it enables regulators to have oversight over organizations while
ensuring they are held accountable when they do not follow the rules. However, enforcement
mechanisms in privacy laws, if not carefully considered, can create duplicative enforcement
efforts that unfairly generate high costs for organizations. Indeed, if both regulators and private
parties can pursue cases for identical reasons, firms can be tied up in lawsuits for years and pay
hefty fees for each incident. Importantly, many organizations and lawmakers have proposed
duplicative enforcement regimes.

Most privacy laws enable government regulators to enforce their rules. For example, the CCPA
instills the California Attorney General with the power to enforce its provisions. Moreover, there
can also be general privacy regulators that uphold enforcement. For example, in the United
States, the Federal Trade Commission (FTC) is the primary regulator for consumer privacy
through its authority to take action against organizations that engage in “unfair or deceptive
practices.”®* Basically, when organizations do not keep their promises to protect consumer data,
the FTC can pursue enforcement actions against them.

Privacy laws can also enable users to sue a company directly for civil penalties, which is known
as private right of action, if that company violates the framework. Private right of action
substantially increases companies’ legal risks, which inevitably leads to unnecessary lawsuits,
some of which are initiated by plaintiffs’ lawyers. For example, a vague lllinois law that allows
consumers to sue organizations for using facial recognition technology without their permission
has resulted in several significant, but largely groundless, class-action lawsuits against such tech
companies as Facebook, Shutterfly, and Snapchat.®® Lawyers may be happy with extraneous
lawsuits, but consumers will ultimately pay the price, as organizations are forced to spend money
on duplicative and often frivolous lawsuits, rather than investing it in other areas, such as by
lowering prices, offering discounts, or creating new products and services.
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The average cost of duplicative enforcement mechanisms for all U.S. organizations that handle
personal data would be between roughly $2.7 hillion if federal law enabled universal private right
of action.

These privacy laws are often drafted in a way that exposes organizations—of all sizes—to
heightened legal risk, as most firms collect data about their employees, customers, and visitors
to their websites. For example, the GDPR applies to all businesses and nonprofits handling any
type of personal data.®® Laws such as the GDPR and CCPA enable both consumers and
government regulators to seek civil damages for violations. Fortunately for organizations covered
under those acts, violations that result in enforcement actions are relatively rare. Importantly,
this section only accounts for costs to society from duplicative enforcement mechanisms and
does not consider fines. It is important that regulators have the means with which to hold
organizations accountable for privacy and security violations.

While privacy laws can be very broadly drafted to cover many different entities, the actual
oversight of these rules can be difficult. There are a limited number of regulators to bring
enforcement actions in a large pool of businesses that may not necessarily comply. Moreover,
most lawyers are unlikely to take up private right of action cases unless the cases involve a large
number of individual violations—bigger cases deliver bigger fees. For example, a lawyer is
unlikely to take up the case of a business failing to follow through on only a single deletion
request, because the legal fees would dwarf the minimal amount of potential statutory damages.
They are much more likely to represent multiple plaintiffs in a suit that results in the release of
information from many different potential clients.

There will be both federal and state enforcement actions. For the purposes of this report, we
assume federal data privacy legislation vastly expands the enforcement abilities of the FTC,
which is the primary consumer protection regulator in the United States, as well as enables
states to bring individual (or joint) enforcement actions on their own. In a 2018 report, the FTC
released statistics on its privacy and data security enforcement, finding that it has launched 75
general privacy lawsuits and 65 data security lawsuits since 2002.%” The report announced that
the agency had conducted enforcement actions in nine privacy cases and six data security cases
that year. Those numbers are likely higher given the FTC does not pursue cases against every
company it investigates (although every company investigated incurs compliance costs). Given
expanded authority under the FTC act, we conservatively concluded that federal privacy
legislation could result in 15 FTC investigations related to privacy each year (although this
number could be significantly higher depending on funding and authority expansions).

Regarding state enforcement actions, state attorneys general vary widely in the number of
consumer protection lawsuits they initiate. For example, while New York launched 103
investigations in 2015, California only initiated 23 in that time.®® And in 2013, states and the
District of Columbia averaged 15 consumer protection lawsuits each.®® This number applies to all
types of consumer protection statutes against entities in financial services, consumer services,
insurance, health care, pharmaceuticals, etc. Given this number is spread across several
consumer protection statutes, and the increasing prevalence of data privacy and security lawsuits
since the time of these reports, we predict states (and the District of Columbia) will average
approximately eight lawsuits related to privacy or data security each on an annual basis.”® Given
these assumptions, states could bring roughly an additional 400 lawsuits.
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To ascertain how many of these federal and state cases are duplicative or frivolous, we used the
number of dismissals of these cases as a metric. In 2015, approximately b0 percent of
consumer protection claims were dismissed.’! Therefore, roughly 200 state lawsuits and 10
federal lawsuits could be dismissed.

There are significant costs, such as lawyer and court fees, associated with defending lawsuits
filed by regulators. To fight each such case, organizations must cover significant costs and fees—
even when they are ultimately successful. To calculate them, we used the FTC's case against
LabMD as a benchmark.”? LabMD had claimed that the company—which was ultimately
successful against the FTC’s lawsuit, but went out of business due to the fees associated with
that lawsuit—spent $1.8 million in attorneys’ fees and other associated costs.”® Using a
discounted rate of $1 million per incident, duplicative and frivolous lawsuits could result in
roughly $210 million in legal costs each year.

In addition, some privacy laws enable private right of action. These provisions enable class-action
lawsuits for large incidents. It is likely federal privacy legislation that creates a private right of
action for violations would result in an increase in lawsuits. To estimate this amount, we used
the costs associated with class-action lawsuits. A 2018 survey of general counsel or senior legal
officers at 395 Fortune 1000 and other large companies across a variety of industries found that
in 2018, spending on class-action lawsuits rose to its highest recorded amount of $2.46 billion
worldwide.”* Companies that were surveyed also predicted data privacy and security class actions
would increase in 2019.75 A 2008 survey from Duke Law School found that the average outside
litigation costs per respondent was $115 million, a figure that has only increased since that
time.”® We therefore conservatively predict class-action lawsuits will cost organizations roughly
$50 million dollars each.

Given federal class actions for consumer protection statutes were six-times more likely to occur
in federal than state courts in 2015—271 federal versus 107 state cases—federal legislation
with a private right of action will only encourage these types of lawsuits.”” Unfortunately, some of
them will be duplicative or frivolous. For example, 54 percent of the securities class-action
lawsuits filed in 2017 were dismissed.”® In another 2013 study of 148 class actions, not a
single case went to trial—as 25 percent were dismissed, 30 percent were voluntarily dismissed,
settled, or remained pending four years after being filed.”® We conservatively estimate that a
federal private right of action could result in 100 lawsuits annually, of which 50 percent will be
dismissed.® Given these parameters, private right of action could lead to fees of an additional
$2.5 billion annually.

Figure 9: Costs associated with duplicative enforcement

Description # of Requests $ per Request Cost
Federal Lawsuits 10 $1,000,000 $10M
State Lawsuits 200 $1,000,000 $200 M
Class Action Lawsuits 50 $50,000,000 $2,500 M
Total $2,710 M
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Therefore, the cost of duplicative and frivolous enforcement resulting from regulators pursuing
the same cases would be roughly $2.7 billion.

Lower Consumer Productivity

Privacy regulations usually create additional transparency requirements to help users better
understand their rights and how their information is collected and used. While these components
are intended, through increased transparency in business practices, to enable consumers to
make more informed decisions about how they share their personal data, they also take time to
review and respond to. This primarily occurs when privacy laws are drafted ways that lead to pop-
up notices users must click through in order to access content.

For example, in 2009, the European Union (EU) modified its Directive on Privacy and Electronic
Communications, also known as the e-Privacy Directive (ePD), to regulate browser cookies (a
cookie is generally classified by its lifespan and the domain to which it belongs, and can either
be a session cookie, which is erased after users close their browser, or a persistent cookie, which
remains on the device for a predefined period of time).8! The ePD creates rules for each of these
cookies, requiring prior informed consent. As a result, most European website operators have
added a banner or pop-up notification about each website’s use of cookies. And after the passage
of the GDPR, these pop-up notices have become even more common on websites.

The average productivity loss of U.S. consumers accessing online services would be roughly
$1.9 hillion.

We estimated the productivity cost of these types of polices based on the time it takes U.S.
website users to read and click on notifications. To calculate for productivity, we first accounted
for Internet users who were employed and those who were unemployed (either in the labor force
but out of work, or not actively looking for work). Based on population and Internet usage data,
we estimated that there are 180 million Internet users in the United States’ active labor force.®?
There are an estimated 58 million retired or otherwise not employed U.S. adult Internet users.®
We assumed the average adult Internet user visits 92 unique websites per month, which was
based on a 2013 Nielsen report that reviewed the browsing behavior of U.S. Internet users.®
While Internet usage has increased since 2013, we chose to keep this metric, as it had not been
updated and provided a conservative base for our assumptions.®

To account for users visiting the same domain each month (and therefore not needing to re-read
and re-click the cookie notice), we discounted this number by 50 percent, assuming it takes U.S.
Internet users at least 2 seconds to notice, read, and click on the cookie notification. This
benchmark is conservative because some users may take longer to read the notification if it
appears in a text pop-up, while others may ignore the message altogether. Based on these
estimates, a pop-up notice policy would result in 9.2 million wasted hours each month in the
active labor market, and 3.0 million wasted hours in the inactive labor market.

We calculated the productivity loss based on the number of wasted hours and the median gross
hourly earnings for an individual living the United States. Based on the Bureau of Labor
Statistics, the median gross hourly earnings is $18.58 per hour, which we rounded to $18.60
per hour.8® We conservatively concluded that working adults spend half their time on the Internet
for work and half for leisure. To calculate the productivity costs for leisure, we used a discounted
hourly wage—a type of discount that has been used to measure economic costs of personal time,
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such as time spent in traffic. For example, personal travel time is usually estimated between 25
and 50 percent of prevailing wages, based on a variety of factors such as distance, traveler, and
road conditions.®” Using this metric as a guide, we selected a 50 percent discount for this hourly
wage to account for leisure. We then applied this discount to both the portion of time wasted by
workers (half, as previously mentioned), and to all of the time wasted by nonworkers to account
for leisure. Using these estimates, we calculated the average productivity cost in the active labor
market to be $128 million per month, and $28 million per month in the inactive labor market.

Based on this data, the projected productivity cost of a U.S. pop-up consent notice policy for
U.S. citizens each year would be $1.9 billion.

Figure 10: Productivity costs associated with pop-up notifications

Description # of Hours $ per Hour Cost
Active labor market 110 M $18.60 $1,540 M
Inactive labor market 36 M $18.60 $331 M
Total $1,870 M

MARKET INEFFICIENCIES

In addition to the direct costs of data protection regulation, there are indirect costs that adversely
impact how organizations can innovate. Many of these types of privacy rules center around
constructing barriers to firms attempting to collect or use information. If the United States were
to enact overly restrictive privacy legislation, it could generate roughly $104 billion in market
inefficiencies, which would be borne out in increased costs, decreased productivity (for both
organizations and consumers), and decreased innovation. Similar to compliance costs, these
inefficiencies would increase if the federal data protection law did not preempt state legislation.
Exact estimates are difficult to predict and may change depending on the number of state
regimes and the provisions included therein.

Certainly, there are numerous ways such legislation can generate inefficiencies, including
increased market uncertainty, productivity losses, reduced ability to innovate, and more. To avoid
“boiling the ocean,” we selected two types of inefficiencies associated with privacy legislation:
less access to data and lower ad effectiveness—although this list is certainly not exhaustive.

Reduced Access to Data

Various data privacy rules—such as requirements for express consent, data minimization, or
purpose specification—can reduce access to data, limit data sharing, and constrain its use,
thereby limiting innovation.®®

For example, opt-in consent requirements may require organizations to obtain affirmative consent
from individuals before using their information for all but the most narrow range of purposes
(e.g., delivering a package).®® Unfortunately, opt-in requirements frame consumer choices in a
way that leads to suboptimal data sharing because most users select the default option of not
giving consent—for a number of irrational reasons.®® As a result, fewer users share their data,
resulting in less data available and reduced innovation. Opt-in requirements would also raise

INFORMATION TECHNOLOGY & INNOVATION FOUNDATION | AUGUST 2019 PAGE 18



costs and reduce revenues, which organizations would have to pass on to consumers in the form
of higher prices or lower-quality services.®!

In addition, data minimization, which requires an organization to collect no more data than is
necessary to meet specific needs (e.g., processing a payment), is frequently proposed for data
privacy legislation. Unfortunately, this restriction negatively impacts organizations that do not
know which data will be most valuable when initially deciding what data to collect. Data
minimization can also hurt existing businesses by limiting their ability to conduct post hoc
analyses to develop new types of products and services based on what they learn from the data—
even if they use this data in a way that protects individual privacy.

Purpose specification requires organizations to disclose to users the purposes for which they are
collecting information and then not use this collected data for any other reasons. This
requirement limits organizations from reusing data for new purposes, which limits innovation.
Purpose specification requirements also limit organizations that may already be collecting useful
data from extracting value from that information, such as by applying data analytics, thereby also
slowing the pace of innovation.

Restricting organizations from collecting, sharing, and using data limits their ability to improve
productivity, as doing so prevents them from automating processes, optimizing business
decisions, and discovering new customers. A retailer, for example, may not be able to
successfully deploy an automated system for screening job applicants, discover new product
ideas based on social media trends, or prioritize outreach to prospective customers based on
their interests. Making sense of the vast amounts of data collected about people and the world
around them is also necessary to address major social challenges, including improving health
care, education, public safety, transportation, energy, and the environment. Restrictions on data
impede these important missions.

The GDPR imposes opt-in consent, data minimization, and purpose specification requirements.
Moreover, many different U.S. legislators have proposed bills with these components. For
example, Sen. Ed Markey’s (D-MA) bill, the Privacy Bill of Rights Act, would create data
minimization requirements.%?

If federal privacy legislation substantially limited organizations from collecting, using, and sharing
data, it could cost $71 billion annually in lost value across the U.S. economy.

If policymakers restrict how firms collect, use, and share data, it would limit how organizations
generate value from data, resulting in data functions of the economy growing more slowly than
they would have otherwise. McKinsey Global Institute has documented several “game changing”
areas where better access and processing of data could boost the U.S. economy by billions of
dollars of gross domestic product and create a boon in jobs, much of which would come from
data analytics in traditional industries.®

To quantify how data protection rules can result in a loss of value produced by sharing data, we
used metrics from a McKinsey report that predicted the annual value that increased data sharing
could bring to the economy.®* The 2013 report estimated that if organizations in both the public
and private sector shared more data, this data could generate roughly $3.2 trillion globally in
additional value each year in seven industries, of which $1.3 trillion would benefit the United
States.®® This overall estimate of $1.3 trillion each year breaks down as follows for seven U.S.

INFORMATION TECHNOLOGY & INNOVATION FOUNDATION | AUGUST 2019 PAGE 19



industries: $360 billion in the education sector, $290 billion in the transportation sector, $210
billion for consumer products, $140 billion for electricity, $100 billion for oil and gas, $100
billion for health care, and $80 billion for consumer finance. In addition, we assume another
$100 billion in potential value from increased data sharing for the remaining sectors, such as
retail, real estate, and security.

Restricting data sharing through federal data privacy legislation could cause these sectors to lose
5 percent of the value of data sharing described in McKinsey’'s report.®® This estimate is
conservative given health care, education, and finance each rely heavily on personal data as part
of their business practices. Therefore, this number is possibly much higher. Certainly, the
previously detailed seven sectors would be impacted in different ways depending on how much
they rely on user information. For example, oil and gas businesses may not be as impacted as
consumer finance industries that rely more heavily on user data to innovate. The loss of 5
percent is therefore averaged across all seven sectors.

If federal data privacy legislation substantially limited organizations from collecting, using, and
sharing data, the United States would lose $71 billion in value across the seven sectors.

Figure 11: Estimated inefficiencies associated with reduced access to data across these sectors

Sector Cost
Education $18,000 M
Transportation $14,500 M
Consumer Products $10,500 M
Electricity $7,000 M
Oil and Gas $7,000 M
Healthcare $5,000 M
Consumer Finance $4,000 M
Other $5,000 M
Total $71,000 M

Lower Ad Effectiveness

Targeted advertising is beneficial to consumers and businesses alike, allowing firms to be more
efficient with their resources while increasing sales—all while reducing the number of
advertisements.®” Consumers benefit by gaining more utility from relevant ads, such as by
learning about products that are similar to past purchases and getting access to free or low cost
services.®® In addition, overall economic welfare increases as organizations become more
efficient and are able to reduce prices while improving their products and services. In 2010,
McKinsey Institute and IAB Europe estimated that the consumer surplus—the difference
between what consumers are willing to pay for a product or service and what they actually do
pay—from ad-supported Internet sites (after discounting the “costs” of privacy and ads) was $44
billion per year in the United States.®® As such, any data privacy rules that unduly limit targeted
advertising would reduce both producer and consumer welfare. !
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Reducing the effectiveness of advertising would have deleterious effects throughout the digital
ecosystem. For example, regulations that shift online services from an opt-out privacy system, in
which consumers can choose to not have their data used by a company, to an opt-in privacy
system, in which organizations can only use data after obtaining affirmative consent from users,
will adversely affect advertising-based business models.!°! Indeed, a 2011 study found that EU
privacy regulation requiring an opt-in system has decreased the effectiveness of online
advertising, thereby reducing the revenue of websites that rely on ad-based business models. %
This approach was further adopted for all personal data usage in the GDPR, and several U.S.
policymakers have suggested adopting it, in part, in the United States.!%3

If federal privacy legislation drastically limited the effectiveness of advertising—such as by creating a
do-not-track mandate or affirmative consent requirements—it could result in an annual loss of roughly
$33 hillion in economic value in the U.S. digital economy.

A report from 2014 concluded that firms enabling the use of personal data for marketing
contributed $202 billion in value to the U.S. economy.!®* These benefits included more efficient
marketing strategies, greater marketing insights, and lower barriers to entry for marketing among
smaller firms challenging incumbents. More than half of this amount, which accounted for
roughly $102 billion of revenue and almost 150,000 jobs, depended directly or indirectly on
third-party data.'® To estimate the impact on the reduced effectiveness of advertising of any
proposed rule, we assumed restrictions would impact all advertising, and have a greater impact
on third-party advertising. We also assumed the ratio of first-party advertising to third-party
advertising remained the same from 2014 to 2018.1% Given advertising revenues increased to
roughly $107.5 billion in 2018, if each type of advertising had commanded roughly half the
revenue, both first-party and third-party advertising would have been responsible for roughly
$53.8 billion.

Next, we tried to establish the extent to which rigorous privacy regulations would impact these
revenues. According to one study, restrictive European regulation that included an affirmative
consent privacy policy resulted in an average reduction in the effectiveness of online ads by
approximately 65 percent.'” To keep our estimates conservative, we will only assume a 5-
percent drop in effectiveness in first-party advertising and a 10-percent drop in effectiveness of
third-party advertising. We differentiated between these two types of ads because a reduction of
effectiveness in advertising would impact third-party ads more than their first-party counterparts.
Given these estimates, we can reasonable conclude that burdensome rules could result in a
decline of 8 percent, or roughly $8 billion, in advertising revenues.

To calculate how the decreased effectiveness of online advertising might impact the value of the
digital economy, we compared the relative digital ad revenues between 2014 and 2018. In
2014, according to the Interactive Advertising Bureau (which tracks revenues each year), the
Internet advertising revenues in the United States totaled $49.5 billion.!°® By contrast, that
number had increased to $108 billion in 2018.1%° Given $49.5 billion in revenues supported
$202 billion in value in the digital economy in 2014, we can assume $108 billion in revenues
supported roughly $439 billion in 2018. Therefore, an 8-percent decrease in online ad revenues
in 2018 would have led to a loss of roughly $33 billion in economic value from the

digital economy.
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THE COSTS OF TARGETED REGULATION

Rather than pass unnecessarily stringent data privacy legislation at great expense to the U.S.
economy, Congress can create a more targeted set of rules that still protect consumers but do so
at a much more reasonable cost. This optimal solution would maximize consumer welfare by
enhancing consumer privacy, but minimize the law’s impact on prices and access to free
services. If Congress enacts a more focused national data privacy law, we predict it will cost
approximately $6.5 billion per year—around 95 percent less than it would cost to pursue a
European-style data protection law.

ITIF outlined in a previous report several specific recommendations for what Congress should
include in a federal privacy law.!° Our estimate is based on several key components we believe
are necessary in federal privacy legislation, including creating requirements for privacy audits,
improving government enforcement, and establishing a set of user rights.

First, federal data privacy legislation should include an oversight component, including through
privacy compliance audits and the processing of complaints by federal regulators. We did not
estimate costs for federal or state agencies in this report. That said, privacy audit requirements
could cost U.S. organizations $444 million each year based on the estimates above.

Second, federal data privacy legislation should improve enforcement without creating an overly
duplicative or frivolous regime. To that end, Congress should not allow a private right of action,
and instead rely on federal and state regulators to hold organizations accountable. This would
minimize the majority of the unnecessary spending on excessive enforcement actions, although
there would still be roughly $212 million each year in duplicative enforcement expenses from
having multiple regulators.

Third, federal privacy legislation should give consumers more control over their data, including
the ability to access, port, delete, and rectify their data, while also minimizing compliance costs
in a few important ways. For example, Congress can allow organizations to recoup some costs
associated with fulfilling requests for data access and portability—especially those associated
with lengthy or difficult requests. Enabling organizations to do so would reduce the number of
excessive and duplicative requests organizations might face, and encourage individuals to only
request data that is of value. Moreover, Congress has the ability to only require certain
organizations, such as those processing sensitive data in certain industries, to provide these
types of user control, rather than applying it across the board to all organizations processing
personal data.!'! By limiting when these requirements apply, we believe Congress can reduce
costs for data access, portability, deletion, and rectification to roughly 25 percent of our original
estimates. Importantly, organizations would still incur costs associated with developing and
maintaining data infrastructure to facilitate requests, but receive significantly fewer requests
overall across each type. Costs associated with facilitating user requests therefore include $4.8
billion for data infrastructure, $212 million for access, $127 million for data portability, $193
million for deletion, and $48 million for rectification. These estimates would shift depending on
how lawmakers elected to constrain costs associated with any individual request.

Importantly, these estimates do not consider the costs associated with different jurisdictions
creating conflicting standards for data privacy. If federal privacy legislation fails to

preempt states from creating their own different sets of data privacy laws, costs could
increase significantly.
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Figure 12: Costs associated with targeted regulation

Description Cost
Privacy Audits $440 M
Enforcement $210 M
Data Infrastructure $5,380 M
Data Access $90 M
Data Portability $130 M
Data Deletion $200 M
Data Rectification $50 M
Total Cost $6,500 M
CONCLUSION

Before policymakers in the United States create federal privacy rules, or continue to allow states
to create a patchwork of different regulations, they need to have an understanding of the costs
involved in such rules. Indeed, overly restrictive rules for the digital economy reduce innovation
in ways that harm both businesses and consumers. By raising compliance costs, increasing legal
risks, and reducing the effectiveness of online business models, poorly drafted rules lead to a
reduction in the supply of, and demand for, digital services.

Therefore, it is absolutely necessary to create federal privacy rules to ensure broad and equal
protections for users while reducing uncertainty and compliance costs for covered organizations.
But such a task should not be undertaken lightly. To that end, these back-of-the-envelope
estimates may help some policymakers understand which provisions in privacy rules may be the
costliest—and rightfully should receive more skepticism and attention to detail.
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