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Policymakers should seek to maximize the benefits of Internet openness while maintaining
carefully designed guardrails that reduce the Internet’s most clearly harmful uses.

KEY TAKEAWAYS

= The general openness of the Internet supports economic growth by increasing
international trade, productivity, employment, and innovation.

= However, increasingly some nations are limiting Internet openness in ways which will
harm economic growth.

= At the same time the Internet has never been fully open. Governments have long
blocked illicit and dangerous material such as terrorist propaganda, pirated content,
and malware.

= Too little openness limits the economic and social value of the Internet. Too much
openness allows harmful activity. However, a “mostly” open Internet can maximize the
value of the Internet.

= Policymakers should seek to maximize Internet activities that are universally regarded
as good, reduce activities universally regarded as bad, and create a high level of
technical openness.
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INTRODUCTION

The general openness of the Internet has generated tremendous economic and social value,
giving users the freedom to connect, speak, innovate, and share content without restrictions.
Unfortunately, many countries have in recent years enacted policies that undermine this
openness.! In 2018 alone, at least 25 nations throttled down users’ bandwidth, shut off their
mobile or broadband Internet services altogether, or blocked access to mainstream Internet sites
or applications.? More recently, Russia enacted a law requiring domestic Internet Service
Providers (ISPs) to route traffic through government-managed servers, which could allow the
government to cut off all foreign network traffic while maintaining access to popular domestic
online services.® Meanwhile, Singapore has passed a law requiring online services to take down
content domestically the government deems to be false, and Vietnam has passed a law requiring
online services to remove content removed the government deems offensive.*

Governments have rationalized these policies as being necessary solutions to such difficult
challenges as protecting national security, securing elections, and quelling violence and social
unrest.® But on net, such measures are costly, both economically and socially—and often cause
harms worse than the problems governments want to address.® For example, policies that impede
Internet access or otherwise limit firms’ ability to leverage the Internet—such as requiring data to
be stored locally—reduce competition and digital trade, increase costs for consumers and
businesses, and limit nations’ ability to use the Internet to innovate.” In the case of shutting
down access to the Internet entirely, or blocking access to major applications, there are clear
economic costs. For example, the Indian Council for Research on International Economic
Relations (ICRIER) has estimated that more than 16,000 hours of government-mandated
shutdowns of mobile or fixed-line Internet access cost the nation’s economy $3 billion between
2012 and 2017.8

The unabated stream of Internet shutdowns, data localization policies, and decisions to block websites
and online services show that some policymakers do not clearly understand or properly value the
benefits of a mostly open Internet.

Yet the unabated stream of Internet shutdowns, data localization policies, and decisions to block
websites and online services show that some policymakers do not clearly understand or properly
value the benefits of a mostly open Internet. To be clear, the Internet has never been fully
open—nor should it be—as governments have long blocked illicit and dangerous material such as
terrorist propaganda, pirated content, and malware. But there are also many recent examples of
state intervention in innocuous Internet activity undermining economic growth and social
progress. To give policymakers an analytical perspective on the issue, this report presents a
conceptual framework for assessing the economic and social value of the Internet in relation to
its openness. The report also provides concrete examples of the costs associated with a more
closed Internet.

There are multiple ways to gauge the value of Internet openness, including by breaking down the
overall value of the Internet into the economic value and social value it generates—which reveals
not just that the mostly open Internet is tremendously valuable, but also that there is a limit to
how much additional value the Internet can produce for society by continuing to become more
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open. Indeed, policymakers should think of the value of the open Internet as an inverted U curve.
With too little openness, the economic and social well-being the Internet can provide is severely
limited. With the right amount of openness, the Internet maximizes its value. And with too much
openness, the Internet creates significant drawbacks, thereby reducing its economic and social
value. Examples include allowing the sale of widely banned drugs and doing nothing to prevent
child exploitation online. Clearly, nations should not blindly pursue maximum Internet openness;
they should instead embrace openness for what most democracies would consider to be legal and
ethical applications.

Figure 1: Internet openness versus Internet value

Value

Openness

It is worth noting there are important limitations to thinking about the value of the open Internet
as an inverted U. First, there is no definitive way to measure how much more or less open a
policy or condition makes the Internet. Consequently, it is difficult to precisely place a policy or
condition on the inverted U. Second, policies that affect Internet openness are rarely substitutes
for one another. Some conditions, such as allowing data to flow freely between nations, have
limited value unless everyone uses consistent technical standards. Third, a monolithic inverted U
would not reflect how a policy or condition actually affects Internet openness or is valued
differently by separate groups. For example, privacy regulations can increase Internet openness
for consumers if they encourage users to engage in more activities online, but can decrease
Internet openness for businesses if the regulations limit how businesses may collect and use
data to innovate.® Nonetheless, many nations—especially developing economies—have
positioned themselves on the upward slope of the U with their policies, wherein more openness
would lead to greater welfare.
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This report argues policymakers should seek to maximize the benefits of Internet openness while
maintaining carefully designed guardrails that reduce damaging uses of the Internet.
Policymakers should also encourage ISPs to continue to evolve and improve their networks in
order to support new services. The key debate should therefore focus on which policies maximize
the benefits of Internet openness, and which policies nations should pursue even if they reduce
Internet openness. The challenge for lawmakers is to position their nations on the top of the
inverted U, where Internet openness produces maximum value. In practice, this entails
promoting an open Internet in most situations, while also prohibiting activities society deems
unacceptable. However, governments’ right to guard against these universal harms by limiting
access to certain material cannot be a cover or justification for censorship. Moreover, it is in the
interest of democratic nations, both morally and economically, to push for the adoption of
policies such as freedom of expression that increase Internet openness internationally. Indeed,
this report does not support efforts to increase governments’ ability to criminalize ordinary online
activities. For example, it opposes the recent efforts of some nations to pass a United Nations
resolution attempting to normalize increased state control of the Internet.!° In addition, Chinese
president Xi Jinping has argued nations “should respect the right of individual countries to
independently choose their own path of cyber-development.” While this report concedes nations
should have the right to set their own domestic policy, it does not endorse inappropriately
limiting basic Internet freedoms—such as free speech—most democracies consider to be near-
universal goods. !

Policymakers should seek to maximize the benefits of Internet openness while maintaining carefully
designed guardrails that reduce damaging uses of the Internet.

This report first defines the open Internet, and then outlines threats to the open Internet, before
discussing the economic value of a mostly open Internet. Next, it discusses the cost of reducing
Internet openness. Finally, the report provides an analytical framework policymakers can use to
evaluate policies that affect Internet openness.

WHAT IS THE OPEN INTERNET?

To highlight the relevancy of the open Internet, this section outlines some of the threats the
Internet faces. In general, the “open Internet” refers to the concept of allowing all the various
users and stakeholders in the Internet ecosystem the opportunity to connect, speak, innovate,
share, and offer new services without undue restriction. This framework is broader than the
narrow concept of network neutrality, which is focused on the actions of ISPs, and how blocking,
throttling, and unfair prioritization of Internet traffic could negatively affect the openness of the
Internet.!? Net neutrality violations have been relatively rare; however, other threats to Internet
openness—usually undertaken by a government actor acting in concert with network operators—
are on the rise.

Using this report’s definition, the Internet is more or less “open” depending on the interplay
between technical, business, and political factors.'® For example, open technical protocols such
as transmission control protocol/Internet protocol (TCP/IP) increase Internet openness by
facilitating the communication of different computers.!* In addition, a uniform convention for
domain names increases openness by ensuring users connect to their intended websites. Internet
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openness also increases as more websites follow the World Wide Web Consortium’s accessibility
standards by facilitating the use of the Internet by people with disabilities.'®> However, increasing
the openness of the Internet can also include allowing harmful online activity, such as the sale of
widely banned drugs, distribution of malware, and unauthorized copying or streaming of
copyright-protected content. Yet every nation restricts at least some malicious uses of the
Internet, just as they impose restrictions on activity in the physical world. There is no
justification for “Internet exceptionalism”—the belief the Internet is so unique, traditional rules
should no longer apply. The Internet has never been fully open—nor should it be.®

The Internet can also become more closed in several ways. Hackers can engage in denial-of -
service attacks that make particular websites inaccessible. ISPs can block or throttle certain
Internet traffic, such as Voice over Internet Protocol (VolP) or other messaging services.
Governments can order firms that control the Internet’s infrastructure, such as the physical
cables that transmit information, to fully turn off Internet access. In nations where Internet
traffic travels through only a few facilities, the process of cutting off access to the global Internet
can be as simple as turning off the power at those hubs.!” In addition, governments can require
ISPs to block access to specific mainstream websites or Internet applications. Policymakers can
also reduce openness by passing legislation that limits or deters freedom of expression online.
For example, Egypt’'s parliament passed a bill in 2018 that classifies social media users with
more than 5,000 followers as “media outlets,” which allows the government to prosecute them
for publishing what it deems to be false.!®

If all efforts to reduce Internet openness are labeled as had—even reasonable ones designed to limit
harmful and unethical practices—then nations engaging in unreasonable practices can dismiss those
calling for necessary and appropriate openness as having an ideological bias.

The conventional wisdom about the open Internet that “more is better” has had some positive
effects by setting an expectation at the technical, business, and policy level that Internet
openness is critical and something to be pursued. Indeed, this core openness is a major reason
the world has seen the flourishing of the Internet and all its myriad and beneficial applications
over the last two decades. But at the same time, framing the issue as more openness always
being better has led some individuals and groups to oppose policies that would hurt Internet
openness but have positive outcomes. This absolutist framing actually makes it harder—not
easier—to challenge authoritarian regimes that engage in harmful efforts to create a more closed
Internet. If all efforts to reduce Internet openness are labeled as bad—even reasonable ones
designed to limit harmful and unethical practices, or improve the functionality of the network for
new services—then nations engaging in unreasonable practices can dismiss those calling for
necessary and appropriate openness as having an ideological bias.*®

A closer look shows context matters. For example, website blocking reduces Internet openness.
But whether this blocking is positive or negative depends on the types of websites being blocked.
Governments blocking mainstream news sites is a clear restriction on a free press, and has a
negative impact on society’s ability to be informed, debate ideas, and hold leaders accountable.
On the other hand, governments blocking foreign sites that, for example, sell tainted infant
formula, has both a clear benefit to domestic consumers and a positive impact on the value of
the Internet. As a result, policymakers should reject the narrative that implies the choice
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between an open and closed Internet is a binary one. Instead, their goal should be to foster a
mostly open Internet in which users are able to receive its social and economic benefits while
also being shielded from its clearly negative uses.

HOW IS THE “OPEN INTERNET” THREATENED?

Threats to the open Internet can be broken down into three general categories: technical,
commercial, and governmental. Technical obstacles can limit people’s ability to use the Internet.
Commercial threats arise as a result of competitive dynamics that drive private actors to
undermine openness in the Internet ecosystem. Governmental threats, whereby sovereign actors
take steps to undermine Internet openness, are often the most pernicious, especially when
undertaken in concert with closely regulated or nationalized Internet operators.

Technical Threats to Internet Openness

Technical threats include the slow transition from Internet Protocol version 4 (IPv4) to Internet
Protocol version 6 (IPv6). Each device connecting to the Internet needs its own |P address, but
IPv4 can only provide roughly 4 billion unique addresses.?° Consequently, the supply of available
IP addresses is limited. Meanwhile, although IPv6 can accommodate 3.4 x 1038 addresses,
organizations have been slow to upgrade the necessary Internet infrastructure to IPv6 due to the
cost.?! While network-address translators have helped combat this issue by allowing multiple
devices to share the same IP address, companies will eventually have to transition to using IPv6.
There are also technical threats that are the result of vulnerabilities, such as in the domain name
system—which translates domain names into |IP addresses. Bad actors can use cache poisoning
to replace the legitimate |P address of a website in a server’s cache with the address of a
malicious website.?? This process can redirect users to malicious websites.??

Commercial Threats to Internet Openness

Commercial threats, whereby companies undermine the openness of the Internet in order to gain
competitive advantage, are thankfully rare in most developed nations. There is a long history of
regulators and telecommunications providers coordinating to block VolP, especially in countries
with extensive tariffing regimes, and where communications providers do not have flexibility to
change the pricing of their services.

Telecommunications has extremely high up-front and ongoing operating costs for building or
upgrading networks, but very low marginal costs for serving additional voice minutes, text
messages, and data. Operators must price their services well above marginal costs in order to
recoup their investment in building and operating the network. This leads to pricing that reflects
services customers value—not necessarily the load on the network.?*

VolP and other messaging applications disrupt this pricing practice, allowing Internet-based
companies to offer low-cost or free services over a general-purpose data connection. These other
over-the-top (OTT) messaging and voice services offer great benefits to end users, and should
therefore be welcomed; however, low-cost or free communications tools can make for a painful
transition for some operators. Network operators have seen a significant decline in revenue from
messaging and voice services, which has led regulators and telecommunications firms in some
countries to block some VolP and OTT applications.
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In the United States, VolP blocking is responsible for the only real net neutrality violation to
date, when over 14 years ago, Madison River Communications—a small, local telephone
company in North Carolina—attempted to block VolP applications, such as Skype, that competed
with its phone business from operating over its network.?® Almost immediately after the resulting
justified outrage, Madison River stopped blocking VolP applications.?®

In other countries, especially where either the communications operators are significantly
controlled by the government, or price regulations do not allow operators to easily change their
pricing practices, blocking is more common. Many countries have a history of either requiring a
license to offer VolP services, or blocking them outright.?” While the blocking of VolP has
declined since its introduction, it continues today. For example, ISPs in the United Arab
Emirates have blocked Skype several times, including as recently as this year; in 2016,
Moroccan ISPs blocked access to VolP applications due to a fear of lost revenue; and ISPs have
lobbied governments to regulate OTTs in several African nations, including Kenya, Nigeria, and
South Africa.?®

ISPs should not be allowed to block or unfairly undermine Internet services that compete with their
traditional offerings. In turn, they need hoth the flexibility to change their pricing practices and the
ability to innovate around business models.

The debate over how to address OTT regulation more generally was a focus of a recent
recommendation developed at the International Telecommunications Union (ITU), a body of the
United Nations.?? It recognized the interdependence of OTT and traditional telecommunications
services, rightly noting that OTT providers increase the value of the connectivity
telecommunications operators provide. Competition drives better service, and should not be held
back for the sake of a legacy regulatory pricing model. ISPs should not be allowed to block or
unfairly undermine Internet services that compete with their traditional offerings. But in turn,
they need both the flexibility to change their pricing practices (likely increasing the price of data
or basic connectivity) and the ability to innovate around new business models.

Government Threats to Internet Openness

The worst offenders blocking OTT services for competitive reasons often act in concert with the
government. For example, the governments of Qatar and Saudi Arabia have blocked access to
VolP applications. These blocks were likely a form of protectionism, as the government is a
majority owner in a leading telecommunications provider in each nation.®® Such actions are a
threat to the open Internet—and these latter examples highlight the most serious threats to the
open Internet today come not from business, but from governments.

Internet Shutdowns and Application Blocks

Governments have reduced Internet openness by intentionally throttling Internet service, shutting
down Internet access, and blocking online services such as WhatsApp. They have ordered both
mobile and broadband ISPs to turn off Internet access, as well as ISPs to block access to
specific websites and applications. In 2018, at least 25 nations hindered or shutdown access to
the Internet or to a popular application in one of the aforementioned ways, often by ordering ISPs
to cease operations or block access to specific services. The number of these disruptions is on
the rise, increasing from 75 in 2016 to at least 190 in 2018.3!
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Shutdowns and application blocks range widely in duration. India, which has led the world in
Internet shutdowns and application blocks since 2012 with at least 357, typically shuts down
mobile Internet access in a district for less than 72 hours.3? In contrast, Chad blocked access to
social media websites for more than a year.®® The disruptions also vary in their scope. In Africa,
for instance, the disruptions are typically national. In the Asia Pacific region, on the other hand,
the disruptions are usually local.** Governments have cut off access to the Internet for a variety
of reasons, such as to stem protests, stop the spread of fake news, and safeguard public safety
and national security.®® However, some of these justifications do not hold up to scrutiny. For
example, the Chadian government argued it had to block access to social media applications in
order to maintain security.¢ In reality, the government likely ordered the block in order to
undercut the mobilization of the government’s critics.3’

Kill Switches

Governments can also threaten Internet openness at the architectural level. For example, Russia
has enacted a law requiring ISPs to install equipment specifically from the government that
allows the latter to monitor and cut off Internet traffic.3® The law also mandates providers have
the means to disconnect Russia’s Internet access to the rest of the world and route traffic only
internally in an emergency.*® If Russia were to sever itself from the global Internet, both Russian
and global Internet users could be negatively affected. Cloud services outside the nation could
stop working, and users outside of Russia could lose access to content hosted on servers

in Russia.*°

The United Kingdom has two laws—the Civil Contingencies Act and the 2003 Communications
Act—that provide the U.K. government with the power to compel ISPs to cease their operations
or close the Internet exchange points that allow them to connect to one another in order to share
traffic.*! The U.K. government may invoke these powers only in times of emergency.*?

Data Localization

Another way governments are reducing Internet openness is through data localization policies. As
of April 2017, 34 countries had data localization policies.*® These policies often limit the flow of
business, personal, and other types of data by requiring organizations to store data domestically.
This requirement increases data storage costs and limits the ability of Internet users to access
online products and services.**

Censorship

Website blocking is also on the rise in many countries. As ITIF has written, some of this is for
legitimate reasons, such as blocking access to content that infringes on copyrights.*® But much
of it is for political reasons. For example, Egypt increased the number of websites it blocked from
2 in 2015 to more than 500 in 2018. This list includes independent media outlets’ websites.*®
And since December 2018, Chinese authorities have shut down or removed at least 140,000
social media accounts and roughly 500,000 articles.*’” This censorship is in addition to China’s
Great Firewall, which has blocked certain IP addresses and domain names, including
independent news organizations, since the late 1990s.4® Moreover, between June 2017 and May
2018, at least 17 countries introduced policies that increased censorship or the penalty for
violating existing censorship laws.*® In March 2019, Russian president Vladimir Putin signed
into law legislation that makes it a crime to publish “fake news.”®® Countries are also banning
virtual private networks (VPNs), which use encryption to provide users a private connection over
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the Internet in order to prevent local ISPs from monitoring their online activity. Eleven countries
currently ban or restrict VPN usage. In China, for example, only government-approved VPN
service providers may be used, with failure to comply resulting in fines of more than $2,000
dollars.®! Because VPNs are frequently used to access blocked content, any bans and restrictions
on them only reduce the openness of the Internet.

However, not all government policies that decrease openness also decrease the value of the
Internet. A wide range of activities that occur online, such as the distribution of child
pornography, malware, and copyright-infringing content, severely reduce the social value of the
Internet. Nations around the world are using website blocking to limit the spread of such
content. For example, the 190 members of the International Criminal Police Organization voted
unanimously to promote the use of website blocking in order to fight child pornography; Australia
blocks websites that spread malware; and more than 40 other nations block websites containing
copyright-infringing content.®?

There is a stark difference between a government that uses transparent means within an
independent legal system to block access to content and one that is engaging in censorship
to control its population.

Some argue that even the legitimate blocking of content helps totalitarian governments justify
their own content blocks. However, there is a stark difference between a government that uses
transparent means within an independent legal system to block access to content and one that is
engaging in censorship in order to control its population.®® Just as supporting bans on cross-
border human trafficking does not make one a protectionist, supporting website blocking for sites
dedicated to piracy does not make one an opponent of free speech.®* Indeed, policymakers

can both foster valuable online activities and minimize the Internet’s use as a venue for

illegal activity.

VALUE OF THE (MOSTLY) OPEN INTERNET

Persuading lawmakers to pursue a mostly open Internet requires demonstrating the value of
Internet openness. Unfortunately, there is no definitive way to measure the value of the Internet
to the economy and society, which makes it particularly challenging to quantify the impact of
policies that make the Internet more open or closed. However, many of the primary benefits of
the Internet require a minimum level of openness. For example, one benefit of the Internet is
increased trade in services. This benefit requires the different computers that use the global
Internet be able to communicate. The widespread use of open technical protocols makes
establishing these communications easier, thereby increasing openness and the potential value
of the Internet. Nonetheless, it is easier to measure the costs of closed policies, such as those
that limit data flows.

This report first discusses the value of a mostly open Internet in general, and then analyzes the
policies that reduce Internet openness and value. It focuses on the benefits derived from the
Internet in the United States and certain European nations in order to establish the value of a
mostly free Internet.®® When possible, examples from other nations are provided in order to both
show the value of the Internet is widespread and link Internet openness to its value. In the
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following sections, this report examines the contributions of the Internet to gross domestic
product (GDP), trade in services, productivity, employment, and innovation.

Gross Domestic Product

Numerous studies of nations in various stages of development have found the Internet
contributes substantially to their economies. For example, the U.S. Bureau of Economic Affairs
(BEA) analyzes the contributions of the U.S. digital economy. Its definition of the digital
economy includes the infrastructure needed for a computer network to exist and operate, digital
transactions that take place within the network, and the digital content users create and
access.®® While BEA's definition does not perfectly overlap with the Internet economy, it does
capture significant portions of the value associated with the Internet. In 2017, the U.S. digital
economy accounted for 6.9 percent, or nearly $1.4 trillion, of the nation’s GDP.®” In comparison,
the wholesale trade, retail trade, and construction industries each contributed less to U.S.
GDP.%8 The U.S. digital economy also has an outsized influence on the growth of the economy as
a whole. In 2017, for example, the U.S. digital economy accounted for 25 percent of the 2.2
percent growth in real GDP.%° Notably, BEA, which calculated the size of the digital economy by
analyzing categories in the North American Industrial Classification System, only considered a
category as part of the digital economy if the products and services that make it up are primarily
digital. Therefore, the U.S. digital economy may be an even larger contributor to GDP than the
figures above portray. For example, due to a lack of data, BEA cannot identify what portion of
advertising revenue stems from free digital media such as YouTube or Facebook, and does not
include the revenue from free digital media in its estimates.®°

Studies also regularly find increased Internet access or usage correlates with increases in GDP.

Studies also regularly find increased Internet access or usage correlates with increases in GDP.
For example, a 2012 study by the World Bank found a 10 percent increase in fixed broadband
generates a 1.35 percent increase in per capita GDP for developing countries.®! In addition,
another study found a 10 percent increase in the number of Internet subscribers in India has led
to a 2.4 percent increase in state per capita GDP growth.®?

Trade in Services

One of the primary benefits of an open, connected Internet is an increase in international trade.
By connecting buyers and sellers, the Internet creates global value chains and reduces
transaction costs.®® Indeed, in 2018, the United States exported over $71 billion in information
and communication technology services.®* Of those exports, $38 billion were for the use of
intellectual property in computer software. The United States exported another $380 billion in
service exports that were potentially information and communications technology (ICT)
enabled.®® These services include, but are not limited to, financial and insurance services.®®
Furthermore, the Internet has benefitted trade in developing nations. For example, a 2004 study
found that increases in Internet penetration in developing countries correlated with increases in
exports to developed countries.®” Similarly, a 2015 study of the 57 nations comprising the
Organization of Islamic Cooperation found a positive relationship between a nation’s Internet
usage and its international trade in services.%®
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The Internet has also helped small businesses become exporters. For example, a 2013 study
found that 95 percent of eBay commercial sellers exported products. On average, the sellers
exported to between 24 and 39 international markets. Consequently, many eBay sellers reached
more markets than did traditional organizations—for instance, firms in South Africa only
exported to five international markets.® Lastly, more than half the firms that used the now-
defunct Safe Harbor framework, which allowed businesses to transfer personal data from the
European Union to the United States, had fewer than 100 employees.’® These small businesses’
participation demonstrated that the free flow of data, which increases Internet openness, was
important to them. Indeed, a 2013 study estimated United States services exports to the
European Union would fall by as much as 0.5 percent if the Safe Harbor Framework no longer
existed. EU firms’ exports would have dropped by 0.6 to 1.0 percent.”* The EU-U.S. Privacy
Shield—a framework that facilitates the flow of personal data between the European Union and
the United States—has since replaced the Safe Harbor Framework.”?

Productivity

Several studies have found a link between increased productivity and the Internet across
sectors—although the level of productivity increases can be contingent on a range of factors,
such as a firm’s business model, employee skills, and reaching a critical mass of employees with
Internet access. For example, a 2005 report by the U.K.’s Office for National Statistics found
multifactor productivity in manufacturing firms increased 2.9 percent for every additional 10
percent of employees using Internet-enabled computers, compared with a 2.2 percent increase
in productivity for each additional 10 percent of employees using computers. Similarly,
productivity in services firms younger than the average for their sectors rose 1.7 percent for each
10 percent of employees using the Internet.”® In addition, a 2009 analysis by representatives
from 13 EU statistical offices found a positive relationship between labor productivity and
employees having access to fast Internet in manufacturing. In addition, there was a strong
association between productivity and the proportion of workers with access to high-speed
Internet in the business and financial services industries in the Netherlands and United
Kingdom.’* Lastly, a 2009 Booz & Company analysis found that 10 percent higher broadband
penetration correlated with 1.5 percent greater growth in labor productivity over the subsequent
five years.’®

Employment

Not only have numerous studies found a correlation between broadband penetration and
employment, but others have also directly measured the number of jobs the Internet supports.’®
For example, in 2019, BEA conducted an analysis concerning the digital economy and found the
U.S. digital economy had employed 5.1 million workers (3.3 percent of total employment) in
2017. Moreover, digital-economy employees earned $132,000 on average in annual
compensation, which was significantly higher than the national average of $69,000.77 Lastly,
between 2011 and 2016, digital-economy employment grew at an average yearly rate of 3.7
percent, outpacing employment growth in the overall economy, which grew by only 1.7 percent.’®

Innovation

A more open Internet increases innovation in multiple ways, including through better access to
websites that provide self-learning opportunities (e.g., YouTube), more funding, and a greater
spread of ideas through reduced communication costs.”® Open technical standards also prevent
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innovators from having to start from square one. For example, a person creating an Internet app
does not need to create their own network, but rather only the application that will use the
network.® While it is difficult to connect openness to innovation quantitatively, some studies link
the Internet to increased innovation. For example, an analysis of U.K. ICT use surveys and the
Community Innovation Survey demonstrates a significant link between high-speed Internet
connections and employees’ ability to use ideas outside the firm to innovate.®!

COSTS OF REDUCING THE OPENNESS OF THE INTERNET

One way to identify the benefits of Internet openness is to measure the costs of closed policies—
and if lawmakers are to maximize the benefits of Internet openness, they will have to avoid
creating policies or conditions that result in unnecessary “closedness.” Governments engage in
policies that make the Internet more closed for a variety of reasons, including protecting privacy,
ensuring political control or quelling social unrest, and protecting domestic and incumbent
industries. This section discusses Internet shutdowns, data localization policies, and content
blocking policies. The examples provided can help countries understand the potential costs of
policies that close the Internet—which policymakers can weigh against the potential benefits of
their actions.

Shutdowns and Application Blockages

Governments shut down access to the Internet and specific Internet applications for many
reasons, including to stop the spread of fake news and to protect telecommunications firms from
competition with VolP services. Sometimes governments shut down the Internet for political
reasons, such as to quell antigovernment protests. In such instances, shutdowns can slow the
flow of information regarding government wrongdoing.®? Governments have also blocked Internet
access in order to achieve well-meaning goals, such as limiting cheating on standardized tests.
While possible, it is unlikely the economic costs of Internet shutdowns will stop authoritarian
governments from limiting access in order to secure their power. It may be possible, however, to
convince governments that are shutting down the Internet with well-meaning intentions that the
costs of the shutdowns outweigh the benefits.

It may be possible to convince governments that are shutting down or otherwise limiting the Internet
with well-meaning intentions that the costs of the shutdowns outweigh the benefits.

Several organizations have quantified the economic costs of Internet shutdowns and blockages,
which can range from blocking access to certain mobile applications to cutting off access to the
entire Internet. For example, Deloitte estimated that a shutdown of the Internet and all its
services would cost well-connected nations nearly $24 million for every10 million inhabitants per
day.®® The Brookings Institution, ICRIER, and the Collaboration on International ICT Policy in
East and Southern Africa (CIPESA) have each created formulas to demonstrate the costs of
Internet shutdowns.® While the formulas vary, they each use a nation’s or region’s GDP and level
of connectedness or size of their digital economy to estimate the costs of shutdowns.® Brookings
examined 81 Internet shutdowns and major Internet application blockages that occurred between
July 1, 2015, and June 30, 2016, and found these disruptions cost at least $2.4 billion in GDP
globally.® Similarly, ICRIER examined mobile and fixed-line Internet shutdowns in India
between 2012 and 2017, finding 16,000 hours’ worth of disruptions cost the nation's economy
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$3 billion.#” Finally, CIPESA found the 176 days of total Internet shutdowns between 2015 and
2017 in 8 different African nations cost $218 million.®

Two common ways governments engage in application blocks and shutdowns is by directing ISPs to
temporarily block specific URLs, and to require providers to completely shut down their services.®®
The length of the shutdowns varies widely. Algeria, for example, has shut down mobile and fixed-
line Internet access for as little as one hour.®° In contrast, Cameroon blocked access to social
media and messaging applications in its Anglophone region for a number of months in 2018.°!

Policymakers should understand that even temporary Internet disruptions can have significant
economic effects. Like electricity blackouts, these Internet disruptions reduce productivity and
result in the loss of time-sensitive transactions. For example, shutdowns have caused businesses
to lose contracts by preventing them from being able to pay their suppliers and maintain contact
with their clients. As a result of lost contracts, businesses have had to fire employees.®? Internet
shutdowns also create inefficiencies. For example, shutdowns in African countries have forced
individuals to travel across borders in order to send emails, costing them money and time in the
process.®® Shutdowns can also have social costs. For example, medical professionals rely on the
Internet to order supplies, so shutdowns hamper their ability to overcome medicinal shortages
and provide medicine to all the individuals who need it.®* The following examples discuss the
costs of three reasons governments engage in Internet shutdowns and application blocks: reduce
cheating on school exams, prevent violent protests, and protect telecommunication operators.

Reduce Cheating on School Exams

In recent years, several countries have shut down portions of the Internet in order to minimize
cheating on standardized tests. For example, in 2016, Algeria blocked access to Facebook and
Twitter to stop students from cheating on high school exams and, according to the government,
protect students from “phony” exam-question topics individuals had posted online.®® Two years
later, the government ordered telecom operators to shut down access to the Internet entirely for
up to three hours a day during a week of national high school exams.®® Algeria is not alone,
however. Governments in Iraq, India, and Uganda have each disrupted Internet services—often
to block access to leaked exam answers that appear online before the tests—over concerns about
exam cheating.®” While governments should attempt to reduce cheating on standardized exams,
blocking access to Internet applications and shutting down the Internet entirely are overly blunt
methods to solve the problem. Indeed, even shutting down the Internet for a couple of hours in
only one region can cost a country millions of dollars in lost GDP. For example, ICRIER found
that a 2012 five-hour mobile and fixed Internet shutdown in the region of Jammu and Kashmir,
which has 12.5 million people, cost nearly $3 million in lost GDP.®® Similarly, the Brookings
Institute found that Algeria’s decision to block access to Facebook and Twitter for 6 days in
2016 cost the nation more than $20 million in GDP.% Using the Brooking Institute’s formula for
calculating the costs of Internet shutdowns, Algeria’s 2018 decision to shut down the Internet
for between 11 and 13 hours over 6 days in order to combat cheating cost between $6 million
and $7 million—assuming the Internet economy accounted for only 1 percent of Algeria’s GDP
that year.'°° These examples show that before shutting down the Internet for even well-
intentioned purposes, policymakers should consider the economic costs and weigh them against
their social benefits. Furthermore, policymakers should understand their options are often not
Manichean. Indeed, nations can both reduce cheating and receive the economic benefits of an
accessible Internet.
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Limit Protests

One of the most frequent reasons governments block Internet access is to slow or prevent
protests—particularly violent ones. In many of these cases, the goal of governments is to ensure
or restore public order.!°! Indeed, a spokesperson for the Bharatiya Janata Party, one of India’s
two major political parties, stated that shutdowns are acceptable in cases “where rumor-
mongering or motivated misinformation could lead to the incitement of violence.”!? There are
numerous examples of governments shutting down the Internet in order to stop protests or the
spread of violence. For example, in 2015, the government of Rajkot, a city in the Indian state of
Gujarat, suspended mobile Internet services for 10 hours after a politician threatened to hold a
protest at a cricket stadium in which India would be playing South Africa.®® In addition, real-
time network data revealed that Iraq shut down access to the Internet for roughly 75 percent of
individuals in the country during anti-corruption protests in October 2019.1%* As with attempting
to restrict cheating, shutting down Internet services in order to prevent or slow protests is
economically costly. For example, India shut down mobile Internet services for more than a week
in 2016 in the city of Rohtak in order to stop the spread of rumors that could have exacerbated
street protests.'°® The Brookings Institute estimated that this shutdown cost India $190 million
in GDP. 1%

Internet shutdowns and social media blocks are also an ineffective way for governments to
prevent nonviolent protests. Indeed, research suggests Internet shutdowns and application blocks
can actually cause protest participants to substitute nonviolent action that relies on effective
communication and coordination for violent tactics.!®” For example, an analysis of network
shutdowns in India, which include both the cutting off of access to the Internet and other
telecommunication services, found riots increase in intensity over the first three days of a
shutdown. This research suggests that, contrary to the goals of many governments, reducing
Internet access does not quell violent unrest—and at worst, may intensify unrest.!%

Protect Traditional Telecommunication Operators

Governments have also blocked Internet services in order to protect the revenue model of legacy
telecommunications industries. For example, in 2016, Saudi Arabia banned applications that
had voice and video calling functions because domestic telecom operators were losing revenue
from individuals choosing to use the cheaper and often-free Internet-based communication
services. % Similarly, Morocco’s telecommunications firms blocked access to applications such
as Skype, Facebook, and WhatsApp for roughly 10 months in 2016. The Moroccan government
supported the ban, stating none of the VolP services had the required licenses—which
represented a policy for a more closed Internet, as these Internet apps should not require a
license. Morocco’s Telecommunications Regulatory National Agency only allows commercial
exploitation of IP telephony service through licensed operators; however, Internet-calling
applications are often free or relatively cheap.!'° Brookings estimated this disruption cost
Morocco nearly $1.8 million per day.!!! Saudi Arabia and Morocco are not alone, however.
Several nations, including Qatar, have strict licensing requirements that limit the number of VolP
services available to the public.!!?

Because these Internet-based applications are usually free, or at least cheaper than traditional
telephone calls, the cost to consumers is usually negligible. There is, however, a cost to future
innovation when any application that competes with government-backed telecommunications
firms sees competition squelched. Governments should be encouraging more flexibility in pricing
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practices wherever necessary, more innovation around business models, and cooperative
agreements between OTT and network providers that make both better off, to the ultimate benefit
of consumers and businesses.

Blocking Popular Content

Many nations block the flow of data on the Internet that falls under the category of “universal
bads,” such as child pornography and the sale of drugs. Many nations also block access to
content that falls under the category of “local bads”"—content that some, but not all, nations find
offensive enough to block. For example, India blocks access to certain pornographic websites in
order to “protect social decency.”!!® Some nations block access to content most other nations
would not block, such as from independent media organizations. For example, between
December 2018 and March 2019, Chinese authorities shut down more than 140,000 blogs and
deleted more than 500,000 articles.'* Blocking at this scale can have negative externalities,
such as decreasing the value of the Internet for other nations. Internet blocking, for instance, can
act as a trade barrier—the Office of the United States Trade Representative cited Chinese
Internet blocking as a trade barrier in 2016.%'° It is difficult, however, to measure the cost of
such blocking, both to the nation implementing the blocking and to other nations.

One way to begin understanding the value of a mostly open Internet and the costs of unnecessary
content blocking is to analyze the growth in VPN use when governments block access to certain
Internet-enabled services. While it is challenging to use growth in VPN use to place a precise
value on a more open Internet, the decision of individuals to use a VPN in order to access
blocked Internet services demonstrates the services have value. As a result, policies that block
access to websites, applications, or VPNs reduce both the openness of the Internet and its value.
High-level aggregate data obtained from Pango, an Internet privacy and security company that
also offers a VPN service, allowed for the tracking of the increase in the number of daily
connected users in countries in the days before and after bans of websites or mobile
applications, which led to a better understanding of the value of certain Internet services.

Figure 2: Hotspot Shield VPN by Pango usage before and during India’s ban of TikTok, April 15-24, 2019
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India Bans TikTok: On April 15, 2019, India’s supreme court refused to stay the Madras High Court
ban on TikTok, an app that allows users to create and share videos.!® The court ruled that TikTok
could expose minors to sexual predators, pornographic content, and cyberbullying.'!” Google and
Apple subsequently removed the app from their respective app stores by April 17.118 On April 24,
the Indian court vacated its original order after TikTok appealed the decision, stating it had removed
inappropriate content.!!® Between April 17 and 24, the number of individuals in India using Pango’s
VPN more than doubled.!?°

Sri Lanka Bans Social Media: On April 21, 2019, Sri Lanka banned the social media networks
Facebook, WhatsApp, and Instagram for nine days in order to stop the spread of misinformation
following terrorist attacks that killed or injured hundreds. Over the first four days of the ban,
Pango’s number of daily connected users more than tripled.!?!

While it is possible other variables besides bans could have caused that increases in the number of
daily users, it is important to note Pango’s number of daily users was relatively static in each of the
preceding weeks. Consequently, these examples likely show that users, when faced with attempted
blocks of Internet-enabled applications, value those applications enough to use a technical
workaround. The surge in downloads of TikTok once the application was available again provides
further evidence of the value of the application to users. It was the 90th most downloaded app in
the Google Play Store in India the first day it was available following the ban, and the 15th most
downloaded only a day later.!??

Figure 3: Hotspot Shield VPN by Pango usage before and during Sri Lanka’s ban of social media, April 21-30, 2019
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Data Localization

International trade requires personal data—such as names, addresses, and billing information—
be allowed to cross borders.'?®* One of the primary benefits of a mostly openly Internet is its
interconnected networks allow information to flow easily across borders, thereby increasing
international trade. Indeed, a mostly open Internet makes it is easy for buyers and sellers to find
each other online. Data localization policies, however, require firms to store and process data
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domestically. Governments have implemented such policies for many reasons, including under
the false belief data is more private and secure when firms store it within their nation. However,
data localization can make personal data less secure by forcing firms to choose local providers
that may not use best-in-class cybersecurity measures.*?* Nations have also required data
localization policies under the false premise it would create a boom in data center jobs. In
reality, data centers are highly automated, and therefore require only a small staff.12°

Instead of increasing data security or creating jobs, data localization policies create myriad
economic costs, including disrupting participation in global value chains and reducing
economies of scale.!?® Multiple studies have shown data localization policies increase costs for
local businesses. For example, a 2015 study by information-security company Leviathan found
data localization policies would force local firms in many nations to pay 30 to 60 percent more
for their computing needs. In particular, the study found businesses could save more than 36
percent on server costs by moving their servers outside the European Union.?’ In addition, a
2016 study from the Center for International Governance Innovation and Chatham House shows
restrictive data regulations, including forced data localization, are likely to lead to increased
prices and decreased productivity in Brazil, China, the European Union, India, Indonesia, Russia,
South Korea, and Vietnam.!?® Finally, data localization policies make it difficult for small
businesses to sell their services and products globally because of the high cost of implementing
separate systems for each nation that requires local data storage.!?®

A PRAGMATIC FRAMEWORK TO UNDERSTAND THE COSTS AND BENEFITS OF
INTERNET OPENNESS

Policymakers need a framework to understand the benefits of Internet openness that is more
nuanced than the conventional wisdom that “more is better.” Indeed, calls for “no online
censorship” and that “all Internet packets should be treated the same,” or statements that
“information wants to be free,” imply policymakers should always pursue Internet openness as a
goal in itself.!3° However, the relationship between an increase in Internet openness and the
benefits of the Internet is not linear. For example, allowing child pornography online would
technically increase the openness of the Internet. This level of openness, however, creates severe
drawbacks. Moreover, some policies that reduce Internet openness, at least in the minds of
hardcore net neutrality advocates, such as the prioritization of Internet traffic for first responders,
are desirable.!3! Lastly, the social benefits of Internet openness can vary depending on each
nation’s different cultural values. For example, there are universal goods and bads, as well as
local goods and bads.!*? A universal good related to Internet openness is an increase in trade. A
universal bad is something most, if not all, nations would consider bad, such as the sale of
widely banned drugs online. In contrast, a local good or bad is something wherein there is no
international consensus. For example, some nations value freedom of speech more than do
others and thus protect hate speech, thereby increasing freedom of expression and Internet
openness—while countries such as Germany have made certain hate speech illegal.!*3 In
addition, some nations value privacy more than others. Certain elements of privacy regulations,
such as the right to be forgotten, can reduce Internet openness and value. These differences in
cultural values mean a framework that only tries to maximize openness cannot universally work.

A more useful framework is one that not only strives to make the Internet more open, but urges
policymakers to pursue policies that maximize the benefits of Internet openness. Practically, this
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goal equates to achieving a mostly open Internet by maximizing universal goods, reducing
universal bads, and creating a high level of technical openness. At the architectural and protocol
levels of the Internet, there is a need for commonly shared global standards to prevent the
Internet from being balkanized.3*

Policymakers will quickly learn that in most cases an increase in Internet openness simultaneously
increases the economic and social benefits of the Internet, while closedness decreases hoth.

Nonetheless, many nations have also made international agreements. As a result, a framework for
Internet policymaking first requires governments to consider whether their policies violate any
agreements, regardless of how much they would benefit their nation. Next, to reduce policy
conflicts between nations, governments should generally limit their policymaking activities to
those that do not create negative impacts beyond their borders, particularly if there is no
international consensus on a particular policy goal. For example, China’s continued policy of not
restricting online copyright infringement has a clear effect on the welfare of rights holders
outside its borders. Consequently, even though this policy of acceptance increases Internet
openness and provides its Internet users with access to free content, China should crack down on
copyright infringement.!** Finally, policymakers should determine whether policies increase or
decrease the economic and social benefits of the Internet, and weigh them against the benefits
of their policies. Policymakers will quickly learn that in most cases an increase in Internet
openness simultaneously increases the economic and social benefits of the Internet, while
closedness decreases both. For some policies, such as the sale of banned drugs, increasing
Internet openness may bolster the economic value of the Internet (assuming it does not lead to
households limiting Internet usage) but decrease its social value. Several policies and conditions
that affect Internet openness provide further context and demonstrate how individuals can
operationalize the framework.

Free Flow of Data

The existence of the World Trade Organization (WTO) is evidence of the international consensus
that free trade is a universal good.!3¢ In addition, the relationship between the free flow of data—
an element of Internet openness—and an increase an international trade in services is well
documented. Moreover, the free flow of data facilitates Internet users’ access to parts of the web
that have social benefits, such as massive open online courses developed by organizations
residing outside a user’s nation. Finally, the purported benefits of polices that restrict data flows,
such as data localization, are false (increased data security) or overblown (large increase in data
center jobs). As a result, policymakers should support policies that increase the flow of data
because it does not violate international agreements or negatively impact other nations—and
increases the economic and social benefits the Internet provides. In contrast, policymakers
should oppose policies such as data localization that not only reduce Internet openness but
increase costs for local businesses. This should include opposing exemptions in digital trade
agreements that allow nations to implement data localization as a means of protecting privacy.!?’

Internet Shutdowns and Application Blocks

In 2016 and 2018, the United Nations Human Rights Council passed resolutions stating
disrupting Internet access is a human rights violation; however, the resolutions were non-
binding.'3® Nonetheless, as this report and others have demonstrated, Internet shutdowns and
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application blocks have tremendous costs. Many nations that pursue shutdowns do so for social
reasons. For example, many nations have engaged in Internet shutdowns in order to stop the
spread of false rumors, violence, and cheating on tests.!*° Policymakers should consider that
even if shutdowns achieve their perceived goals, they also limit the social benefits of the
Internet, including the ability of individuals to access information, express themselves online,
and communicate with other individuals. Consequently, policymakers should not pursue Internet
shutdowns, as they reduce both the economic and social value of the Internet.

Blocking Access to Legitimate Websites

Blocking legitimate websites clearly reduces Internet openness and the economic and social
benefits the Internet provides—which alone should dissuade governments from such censorship.
However, this argument may not be persuasive in nations that consider the blocked content to be
a local bad, such as the lese majesté laws in Thailand that forbid insulting the country’s
royalty.!4° Nonetheless, nations that engage in overly broad, indiscriminate website blocking may
be in violation of their WTO commitments. 4!

While there is uncertainty, as many rules have never been subjects to a trade dispute, WTO rules
require members to allow the unrestricted flow of cross-border Internet services due to the
commitments they may have made under the General Agreement on Trade in Services (GATS).!42
However, there are numerous exemptions that raise considerable uncertainty about what is and
isn't a legitimate restriction on data flows and the provision of cross-border services trade. For
example, nations can block content, and therefore, the underlying data flows—which restricts the
flow of cross-border Internet services—in order to protect public morals or maintain public
safety.!3 But nations must prove their blocks are necessary to achieve their goals, and attempt
to use less-trade-restrictive measures in order to reach their goals.!** For example, China’s
decisions to block access to foreign news-organization websites such as 7he New York Times,
Bloomberg, and Wall Street Journal—and not the web pages they think display objectionable
content (whether for public morals, public safety, etc.)—are likely inconsistent with the
provisions in GATS.!** WTO members should initiate disputes that challenge such indiscriminate
blocking, and ensure the new rules are developed to close loopholes nations use to justify broad
data flow restrictions. Such a process would lead to the reduction of trade barriers and an
increase in Internet openness.

Data Privacy Regulations

Governments have the right to create data privacy regulations, which can increase Internet
openness by causing certain Internet users to have greater trust and engage in more activities
online. However, there is little evidence to suggest that beyond some minimum baseline of
consumer protection, stronger privacy regulations increase trust, adoption, or use.'*¢ Moreover,
overly stringent privacy regulations can decrease Internet openness. For example, many
individuals believe the European Union's General Data Protection Regulation (GDPR) provides
social benefits by providing individuals with numerous rights online, including the right to
request organizations delete their data.!*’ In reality, the law has decreased Internet openness as
some websites blocked European users, likely because of the law's high compliance costs. This
list of organizations includes major media outlets such as 7he Chicago Tribune and LA Times.**®
Newspapers have also deleted articles in order to comply with the EU’s right to be forgotten,
which has been a privacy standard since 2014.%%° By limiting access to information, not only
domestically but for Internet users outside the EU, the GDPR is hurting the social benefits of the
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Internet. In addition, the law has had severe economic consequences, such as creating barriers
to entry for start-ups due to high compliance costs, reduced competition in digital advertising,
and reduced venture capital investment.!*° In this scenario, policymakers should consider ways
to achieve their social goals that do not have significant economic and social drawbacks.

Blocking Access to Piracy Websites

Technically, any form of Internet blocking decreases Internet openness by limiting the websites
users can access. Moreover, piracy websites often provide users access to cheap or free Internet
content. Nonetheless, online piracy comes at the expense of content creators. For example,
piracy costs the U.S. economy nearly $30 billion, and 230,000 jobs, annually.!%' More
importantly, in regard to this framework, most nations that host piracy sites are members of the
WTO and have signed multilateral agreements—such as the Trade-related Aspects of Intellectual
Property Rights (TRIPS) agreement—protecting intellectual property. Thus, while allowing piracy
websites to exist increases Internet openness and possibly enhances the value the Internet
provides, it has negative effects on the overall economy, and violates international agreements.
As a result, policymakers should crack down on Internet piracy. To date, at least 42 countries
have either adopted and implemented, or are legally obligated to adopt, measures ensuring ISPs
block access to copyright-infringing websites. 1%

CONCLUSION

The Internet cannot maximize its potential economic and social benefits without a substantial
amount of openness. But this does not mean nations should strive for complete openness;
governments do and should limit access to universal bads. However, too many nations dress up
restrictive internet policies as being in the public interest, when in fact they are in the interests
of only a small set of powerful actors—and work against broader social and economic progress.
As such, the goal of policymakers should be to maximize the benefits of Internet openness—
while also implementing necessary guardrails—by blocking access only to bads that are
universally agreed on, such as child pornography. This goal will ensure Internet users receive the
vast benefits of the Internet without experiencing unnecessary harms.
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